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Summary vii

Summary

When two biometric specimens are compared using an automatic biometric
recognition system, a similarity metric called “score” can be computed. In
forensics, one of the biometric specimens is from an unknwon source, for ex-
ample, from a CCTV footage or a fingermark found at a crime scene and the
other biometric specimen is obtained from a known source, for example, from
a suspect. Automatic biometric recognition systems are gradually replacing
the forensic examiners’ manual comparison of the two biometric specimens.
In forensics, there is a huge interest to use a suitable measure to report the
output of the comparison of the two biometric specimens. This has led to
the use of the likelihood-ratio, Izglgzg, where s is the score computed by an
automatic biometric recognition system, H, is the hypothesis of the prose-
cution (which states that the two biometric specimens are obtained from a
same-source) and Hy is the hypothesis of the defense (which states that the
two biometric specimens are obtained from different sources). Generally, two
sets of training scores, one under H, and the other under Hy, are needed
to compute a likelihood-ratio from a score. In this thesis, we review several
methods of likelihood-ratio computation focusing mainly on the issues of the
sampling variability in the sets of training scores and the specific conditioning
imposed on the pairs of the biometric specimens to compute them. Three
different methods are considered in detail: Kernel density estimation, Logistic
regression and Pool adjacent Violators.

The effect of the sampling variability is quantified varying : 1) the shapes of
the probability density functions which model the distributions of the scores
under H, and under Hy; 2) the sizes of the training sets under H, and under
Hyg; 3) the actual value of the score for which the likelihood-ratio is computed.
The study proposes a simulation framework which can be used to study sev-
eral properties of a likelihood-ratio computation method and to quantify the
effect of the sampling variability in a likelihood-ratio. This is useful for an
appropriate and informed choice of a likelihood-ratio computation method. It
is shown that sampling variability is a serious concern when small sets of the
training scores are available for likelihood-ratio computation.

Our study of likelihood-ratio computation also focuses on the specific condi-
tioning imposed on the pairs of biometric specimens used for computation of
the sets of the training scores. In general, the two sets of training scores are
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obtained from a same-source and different-sources comparisons of biometric
specimens. However, the same-source and different-sources conditions can be
anchored to a specific suspect in a forensic case or it can be generic same-
source and different-sources comparisons independent of the suspect involved
in the case. This results in two likelihood-ratios which differ in the nature of
the training scores they use and therefore consider slightly different interpreta-
tions of the two hypotheses. An empirical study is carried out to quantify how
much and how frequently the two likelihood-ratios vary considering a speaker,
a face and a fingerprint recognition system. Study showed that there is signif-
icant variations in the two likelihood-ratios and therefore explicit definition of
the training sets and the hypotheses implied by them is very important.

The state-of-the-art towards automated forensic face recognition is reviewed
and the concept of likelihood-ratio is applied to several existing biometric face
recognition systems. In forensic situations, e.g., when an image from a crime
scene is compared with an image from a suspect, forensic face recognition
is currently a manual process referred to as “forensic facial comparison” and
performed by forensic examiners based on their experience and a limited set of
guidelines. A step is taken towards automation of forensic face recognition by
studying the discriminating powers of different facial features such as eyes, eye
brows, nose, etc. This kind of regional comparison is the essence of forensic
facial comparison and prove very useful in situations where a part of the face
is available for comparison. Besides the automation, it might also be feasible
to use existing automatic face recognition systems for forensic comparison and
reporting. To this end, several face recognition systems are calibrated so that
they produce likelihood-ratios and their performance is evaluated based on the
likelihood-ratios assessment tools.
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Chapter

Introduction

1.1 Preliminaries

1.1.1 Biometric score

A biometric specimen refers to the acquired biometric data such as a face
image, speech segment and fingerprint, which is used in automatic biometric
recognition system [1]. Using automatic biometric recognition systems, a pair
of biometric specimens can be compared in order to find out whether the two
biometric specimens are obtained from same source or different sources. The
result of comparison from these systems can generally be represented by a
similarity metric called “score”. In general, a score quantifies the similarity
between the two biometric specimens while taking into account their typicality.

1.1.2 Likelihood-ratio and biometric score calibration

In applications of biometric recognition systems such as access-control to a
building and e-passport gates at some airports require the developer of the
system to choose a threshold and consequently any score above the chosen
threshold implies a positive decision and vice versa. This approach of using a
biometric recognition system works well for such applications, however, it has
limitations for forensic evidence evaluation [2-4]. When the pair of biometric
specimens consists of a biometric specimen from a suspect and a biometric
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specimen from a crime scene, the score is not a very useful metric for presen-
tation in court as a result of the comparison. Also a threshold-based decision
making is not suitable in forensic casework since there are usually other sources
of information about the case at hand which should also be taken into con-
sideration. Furthermore, it has been argued that making a decision is not the
province of the forensic practioner [5-7].

The concept of Likelihood-Ratio (LR) can be used to present the result of a
biometric comparison in forensic evidence evaluation which is a more informa-
tive, useful and objective output than a score. It has been extensively used
for DNA evidence [5,8]. In general, given two biometric specimens, = and vy,
a LR is defined as follows:

P (13 y|Hp7 I)
P (.’13, y|Hd7 1)7

LR(z,y) = (1.1)

where H,, is the hypothesis of the prosecution (which states that the two
biometric specimens are obtained from a same source) and Hy is the hypothesis
of the defense (which states that the two biometric specimens are obtained
from different sources). I refers to the background information about the case
at hand.

For score-based biometric systems, the score computed by comparing x and y
replaces the joint probability of x and y in order to compute a LR [9,10]. A
LR is then the probability of the score given H),, divided by the probability of
the score given Hy:

(1.2)

where s is the score computed by comparing z and y using an automatic
biometric recognition system. The process of computation of a LR from a
biometric score is referred to as “score calibration” or simply “calibration”.

1.1.3 Relation to other fields of study

The LR is a ratio of the two conditional probabilities, P(s|H,) and P(s|Hyg).
The background information I is ommited for simplicity. Using two sets of
training scores, one under H, and the other under H,, these probabilities
are computed by estimating the conditional probability densities or from the
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posterior probabilities, P(Hp|s) and P(H,|s), using the Bayes’ theorem. Com-
putation of the posterior probabilities is of interest in several other fields of
study such as machine learning in general [11]. Specifically, computation of
posterior probabilities are carried out in weather forecasting, prediction of the
accuracy of a test in medical diagnostics and financial decision-making. In
machine learning and data mining, posterior probabilities are more commonly
referred to as “class-membership probabilities”. In general, pattern classifica-
tion techniques can be divided into two categories:

e Crispy classification: Given two input feature vectors, a classifier returns
the predicted class-label. In biometric recognition, given x and y, this kind
of classification will return the output: “x and y are obtained from a same
source” (H, is true) or “z and y are obtained from different sources” (Hy is
true). This essentially involves a decision-making process by the classifier.

e Probabilistic classification: Given two input feature vectors, a classifier
returns the conditional probability of each class. In biometric recogni-
tion, given x and y, the classifier will return probabilities: P(H,|x,y) and
P (Hd’x ) y)

Computation of a LR from a score for biometric evidence evaluation is es-
sentially an application of the probabilistic classification. However, there are
several issues which are of more serious concern in forensic science and are the
focus of this thesis.

1.1.4 Computation of a LR

Generally, the conditional probabilities, P(s|Hp) and P(s|Hg), are unknown
in the LR and they are computed empirically using a set of training scores
under Hy, s, = {s} ") (aset of n? n:llmber of scores given H,) and a set of
n

training scores under Hy, sq = {3;.1 71 (a set of n? number of scores given

H;) (see Fig.1.1).

1.1.4.1 Sampling variability

Statistically, the training biometric data sets used to compute the s, and the
sq sets are samples from large populations of biometric data sets. The training
biometric data sets, when resampled, will lead to slightly different values of the
training scores sets due to the unavoidable sampling variability. This implies
that the sets s, and s; consist of random draws from large sets of scores.
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nP pairs of
biometric . . Scores set
specimens ——p Blometrlc‘_b given Hp
System
from same Sp = {81,52,...Sn"}
source
Likelihood
Training data ratio —— LR (s)
nd pairs of . computation
biometric : : cores set
Biometric A
specimens —¥ ——  given Hy
) System f
from different Sa={s1,52,-,5n%

sources

S

The pair of biometric
specimens consisting of the ———»
suspect and the trace

Case data | Biometric

System

Fig. 1.1: Computation of a LR for a pair of biometric specimens consisting of the
suspect’s biometric specimen and the trace biometric specimen.

When the resampling is repeated, a slightly different LR is computed for a
given score. This is referred to as the “sampling variability” in the computed
LR. It is desirable that a given LR computation method is less sensitive to the
sampling variability in the training sets. A method which is very sensitive to
the sampling variability in the training sets is undesirable as the computed LR
is prone to change significantly if it is computed again using another sample
of the training data sets.

It should be emphasized that the sampling variability is caused by the training
scores sets that is needed to compute the mapping function from scores to LRs.
This is because the training biometric data sets (and therefore the training
scores) are finite and would vary one to the next in repeated random sampling.
In situation where the posterior probabilities or the conditional probabilities
in the LR are known in advance and no training scores are needed to compute
the mapping function from scores to LRs, there will be no sampling variability
in the computed LR.

Sampling variability depends on three factors:

e The sizes of the training scores sets. In general, the sampling variability
is expected to be large in LR computation if small training scores sets are
used for computation of the mapping functions from scores to LRs.

e The shapes of the distributions of the scores in the two training scores sets.

e The actual value of the score for which the LR is computed. The LR of a
score lying at the extremes of the range of the score values is expected to
have more sampling variability than a score lying in the middle region of
the range of the score values.
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1.1.4.2 Training data sets

The biometric data sets used to compute the s, and the s; sets depend on
the case at hand [4]. In general, the s; scores are computed by comparing
pairs of biometric specimens where the two biometric specimens in each pair
are obtained from different sources whereas the s, scores are computed by
comparing pairs of biometric specimens where the two biometric specimens in
each pair are obtained from a same source. An important condition in forensic
LR computation is that the pairs of biometric specimens used for training
should reflect the conditions of the pair of biometric specimens for which the
LR is computed. Variability exists in the selection of the different-sources
and same-source pairs of biometric specimens for computation of the training
scores. For the s, score, a set of biometric specimens from the suspect can be
compared with another set of biometric specimens from the suspect [10,12-14].
An alternate approach is to compare pairs of biometric specimens where each
pair is obtained from a same-source [6,15]. This eliminates the need of the
suspect’s biometric specimens in computation of the training scores in the
sp set. Similarly, for the s4 scores, a set of pairs of biometric specimens
are compared where one biometric specimen in each pair is obtained from the
suspect and the other from a person in the relevent potential population. This
is suspect-specific approach. The second alternative approach to compute the
sq scores is to compare a set of pairs of biometric specimens where each pair
has one biometric specimen from a person in the relevent potential population
and the other biometric specimen is the trace. The third alternative approach
is to use pairs where the two the biometric specimens are from two different
persons in the relevent potential population. [3,6,10,15]. Please refer to [4]
for an overview of the biometric data sets collection in forensic casework for a
LR computation. The general approaches to compute the s, and the s4 sets
where the only condition on the training pairs of biometric specimens is that
they should be obtained from same-source and different-sources respectively
ensures a large number of training scores for LR computation. Besides the
difference in the sizes of the training sets, it can also be expected that these
different approaches result in different values of LR for a given score because
of the different nature of the training data sets used for training.

1.1.4.3 Assessment of LRs

Performance assessment techniques such as Area under Receiver Operating
Characteristics (AUC) curve and Equal Error Rate (EER) which are tradi-
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tionally used for biometric recognition systems producing scores are ques-
tioned or even coined as flawed for application to biometric systems produc-
ing LRs [16,17]. The underlying argument is based on the fact that a LR,
in contrast to a score, is not used for binary decision-making based on a se-
lected threshold but rather it gives a degree of support for one hypothesis or
the other. Therefore, slightly modified techniques such as Cost of Log LR
(Cir) [17], Tippett plot [18] and Empirical Cross-Entropy (ECE) [16] plot are
proposed for assessment of the performance of LR computation systems.

1.2 Forensic face recognition and the likelihood-ratio
framework

Forensic face recognition is still mostly a manual process. Forensic examin-
ers compare a face image from an unknown source (e.g., a face image from a
CCTYV footage of a crime scene) and a face image from a known source (e.g.,
a face image of a suspect under custody). This comparison is based on expe-
rience of the examiner and to a large extent, it is a subjective process [19,20].
The comparison focus on specific things such as 1) relative distances between
different relevant facial features 2) contours of cheek- and chin-lines 3) shape
of mouth, eyes, nose, ears, etc. 4) lines, moles, wrinkles, scars, etc. The goal of
the comparison is to reach a final conclusion considering details from different
individual facial features. The final result is in the form of a LR by combining
the conclusions based on different parts. The subjective nature of this process
as well as the large amount of human effort needed when a lot of comparisons
need to be performed require that the process should be (semi-)automated.
Recently there has been an interest in standarization and automation of the
forensic examiners way of facial comparison [21,22].

The requirement that an automatic biometric recognition system used in evi-
dence evaluation should produce a LR instead of a score is also of a concern in
forensic face recognition. However, this issue can be addressed by appending
a post-processing module with exisitng face recognition systems developed for
other applications such as access-control [23,24]. This only partly address
the overall goal of an automatic forensic face recognition system. A desirable
system for foreneic examiners is the one which can assist them in their man-
ual process of comparison by, for example, selecting top 10 candidate faces
from a large database of facial images with a more descriptive outputs such
as how similar a given facial feature is compared to others. After a manual
intervention, the system should be able to compute a LR based on a statistical



1.3 Research questions 7

model. Achieving this goal requires efforts both towards automation of the
current practice of forensic facial comparison as well as suitable methods for
computation of LRs from the scores [20,25,26].

1.3 Research questions

The thesis aims at answering the following specific research questions:

e In computation of a LR, what is the effect of the sampling variability in
the training scores sets? How the commonly proposed LR computation
methods are affected by the sampling variability varying the sizes of the
training scores sets, the shapes of the distributions of the scores in the
training scores sets and the actual value of the score for which the LR is
computed?

e What is the effect of using the suspect-independent training scores instead
of the suspect-specific training scores in computation of a LR? Generally,
a larger number of training scores are available if the suspect-independent
training sets are used. However, besides the difference in the sizes of the
sets of training scores, the nature of these two different ways (suspect-
specific and suspect-independent) to compute the training scores sets im-
plies slightly different interpretations of the prosecution hypothesis (Hp)
and the defense hypothesis (Hg). It will be investigated that how much
and how frequently the two LRs differ. Furthermore, it will also be inves-
tigated that, given the two approaches have the same number of scores in
the training sets, are there still variations in the two LRs?

e What is the current practice of forensic examiners to perform forensic facial
comparison and the current state-of-the-art towards automatic forensic face
recognition? Furthermore what is the effective way in which the goal of a
(semi-)automatic forensic face recognition can be achieved? What is the
discriminating power of different facial features such as eyes, eyebrows, nose,
etc?

e What is the performance of commonly proposed LR computation methods
for calibration of existing automatic biometric face recognition systems? Is
the conclusion drawn from the assessment tools at the score level such as
ROC and EER is significantly different than the conclusion drawn from the
assessment tools at the LR level such as Cy,7
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1.4 Contributions

The work carried out has several contributions to the field of statistical bio-
metric evidence evaluation in the form of a LR and forensic face recognition:

e The issue of sampling variability in computation of a LR from biometric
scores is addressed in detail. Factors affecting the sampling variability are
varied and detail analysis of commonly proposed LR computation methods
is provided. These factors are the shapes of the distributions of the scores in
the training scores sets, the sizes of the training scores sets and the actual
value of the score for which the LR is computed. This analysis is useful
for forensic practioners to make an informed and appropriate choice of a
LR computation method when a pair of biometric specimens are compared
using automatic biometric recognition system.

e The effect of using the suspect-independent (generic) biometric data sets
instead of the suspect-specific to learn the mapping function from scores to
LRs is investigated. The study is carried out for three different biometric
modalities: face, fingerprint and speaker recognition. A state-of-the-art
biometric recognition system is used from each biometric modality with
same protocol for experiments in order to study the effect that the two
different kinds of training biometric data sets have on the resultant LRs
and a comparison across the three different biometric modalities is carried
out.

e A literature survey on forensic face recognition is carried out which also de-
scribes the current practice and guidelines of forensic examiners to perform
forensic facial comparison. Inspired by the forensic examiners’ way of facial
comparison, a study of two state-of-the-art face recognition algorithms is
carried out for recognition of individual facial features (such as nose, eye, eye
brows). The goal was to investigate how discriminating each facial feature
is and rank them based on using the two algorithms for recognition.

e Commonly proposed LR computation methods are applied to several face
recognition algorithms and performance is evaluated. The performance of
these systems is evaluated before and after applying the score calibration
process in order to understand that whether the LR computation stage
introduces significant variation or not. Three different public databases are
used in the experiments.



1.5 Overview of the thesis 9

1.5 Overview of the thesis

The thesis contains, for the most part, published or submitted papers. Each
chapter is preceded by an introduction part which, in case of two papers in
the chapter, relates the two papers and links it to the rest of the thesis. This
introduction part highlights the main points of the chapter and its overall
contribution. The introduction section is followed by the paper(s) which are
either submitted for review or published. Each paper is inserted in a separate
section. In the papers included, besides small corrections such as typos, no
modification is made in the contents.

Chapter 2 reviews the current practice of forensic facial comparison, state-
of-the-art towards automated forensic face recognition and reviews the LR
framework for evidence evaluation in the context of face recognition.

Chapter 3 reviews different methods of LR computation and the effect of
the sampling variability in LRs. In section 3.2, the effect of different locations
of the score on the sampling variability of a LR is explored in detail. Only
one pair of the probability density functions (PDFs) is considered for gener-
ation of the two sets of training scores. In section 3.3, four different pairs
of PDFs are considered from which the training scores sets are generated for
LR computation. Also the effect of different sizes of the training scores sets is
explored. The overall goal of this chapter is to study the effect of the sampling
variability in the training scores sets varying the three parameter: sizes of the
training sets, shapes of the distributions of the scores in the training sets and
the location of the score for which the LR is computed.

Chapter 4 studies the effect of using the suspect-independent (generic) train-
ing biometric data sets instead of the suspect-specific (subject-specific) train-
ing biometric data sets. Three different biometric modalities (face, speaker
and fingerprint) are considered. The slight difference in the two hypotheses
that the two different kinds of training data set implies and a quantitative
summary of how frequently the two LRs fall in a same range is provided. The
effect of the different nature of the training scores sets alone is also studied
by using the same sizes of the training scores sets in both the suspect-specific
and suspect-independent approaches.

Chapter 5 presents a study of the discriminating power of different facial
features using two automatic face recognition algorithms. This chapter also
presents study of LR computation from scores computed by different face
recognition systems. In section 5.2, a study of the recognition performance
of different facial features is presented. In section 5.3, two state-of-the-art
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face recognition systems are considered. Assessment of the LRs are performed
using Tippett plot. Section 5.4 presents extensive results by considering 10
baseline face recognition systems and three commonly proposed LR compu-
tation methods. Assessment is carried out at both the score level and at LR
level by using AUC and CY, respectively.

Chapter 6 concludes the work presented in the thesis and gives recommen-
dations for future research. In particular, it is discussed how the research
questions posed in this chapter are answered by the work presented in the
thesis and points to future research work that can be carried out to further
address these and related research questions.



Chapter

Forensic face recognition and the LR
framework

2.1 Introduction

In this chapter we explore state-of-the-art in forensic face recognition and
the current practice of forensic facial comparison. The concept of LR and
the use of Bayesian framework is also introduced in the context of evidence
evaluation using an automatic face recognition system. The current practice
of forensic facial comparison and the existing work towards automated forensic
face recognition is described. Issues in the use of the Bayesian framework and
court admissibility criteria for scientific evidence are also reviewed.

2.2 Forensic face recognition: A survey !

2.2.1 Abstract

The improvements of automatic face recognition during the last 2 decades have
disclosed new applications like border control and camera surveillance. A new
application field is forensic face recognition. Traditionally, face recognition by

'The content of this section are published in [27] “Forensic Face Recognition: A Sur-
vey”, Book chapter in Face Recognition: Methods, Applications and Technology, Computer
Science, Technology and Applications, Nova Publishers, ISBN 978-1-61942-663-4
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human experts has been used in forensics, but now there is a quickly devel-
oping interest in automatic face recognition as well. At the same time there
is a trend towards a more objective and quantitative approach for traditional
manual face comparison by human experts. Unlike in most applications of
face recognition, in the forensic domain a binary decision or a score does not
suffice as a result to be used in court. Rather, in the forensic domain, the
outcome of the recognition process should be in the form of evidence or sup-
port for or likelihood of a prosecution hypothesis verses a defence hypothesis.
In addition, in the forensic domain, trace images are often of poor quality.
The available literature on (automatic) forensic face recognition is still very
limited. In this survey, an overview is given of the characteristics of forensic
face recognition and the main publications. The survey introduces forensic
face recognition and reports on attempts to use automatic face recognition in
the forensic context. Forensic facial comparison by human experts and the
development of guidelines and a more quantitative and objective approach
are also addressed. Probably the most important topic of the survey is the
development of a framework to use automatic face recognition in the forensic
setting. The Bayesian framework is a logical choice and likelihood ratios can
in principle be used directly in court. In the statistical evaluation of the trace
image, the choice of databases of facial images plays a very important role.

2.2.2 Introduction

Face recognition is one of the most important tasks of forensic examiners dur-
ing their investigations if there is video or image material available from a
crime scene. Forensic examiners perform manual examination of facial images
or videos to match a trace with an image of a suspects face or with a large
database of mug-shots. The use of automated facial recognition systems will
not only improve the efficiency of forensic work performed by various law en-
forcement agencies but will also standardise the comparison process. However,
until now, there is no automatic face recognition system that has been accepted
by the judicial system. A face recognition system must be thoroughly evalu-
ated and verified before it can be utilised for forensic applications. Biometric
face recognition has of course been used for secure building access, border
control, Civil ID and login verification. However, to date no automatic system
exists for identification or verification in crime investigation tasks, such as the
comparison of images taken by CCTV with available databases of mug-shots.
State-of-the-art face recognition systems such as [28,29] could in principle
be used for this purpose, but there are several issues, specific to the forensic
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domain, which have to be addressed.

First and foremost, the consequences of a wrong decision made by forensic face
recognition are far more severe than for most other biometric face recognition
applications. Current face recognition solutions [30] are generally not suffi-
ciently robust [31] to the variability in appearance of faces due to variations
in pose, lighting conditions, facial expression and caused by imaging systems
such as image quality, resolution and compression.

Secondly, a score or binary decision based biometric recognition system is not
suitable to the judicial system where the objective is to give a probability or
degree of support for one hypothesis against another incorporating the prior
knowledge about the case at hand [32,33].

Finally it should be mentioned that in the forensic scenario the quality of
images available is generally low, e.g. images of a crime scene recorded using
CCTV. These images usually have a low resolution and depicted faces are
often not frontal and may be partly occluded.

On the other hand, the recognition task in the forensic framework can be
carried out “offline” in contrast to other applications where a decision has
to be made in real-time, e.g. user access for a building or border control.
Forensic face recognition therefore has fewer time constraints and to a certain
extent human involvement is allowed and generally does not effect the overall
objectivity of the system.

A related field of forensic facial recognition is forensic facial reconstruction
which aims to reproduce a lost or unknown face of an individual for the purpose
of identification or verification [34]. Well known is the approach to reconstruct
a face starting from the skull and using pins to model the thickness of the
muscle tissue, then filling in the muscle tissue using clay and thus reconstruct
the facial surface [35]

In this survey, we review existing literature on forensic face recognition. There
are relatively few papers focusing on the forensic application of face recognition
as most effort is put into the improvement of the technology itself. However, as
the performance of face recognition systems improves the demand for applica-
tion in the forensic domain also increases and, hence, there is a great need for
integration of the technology with the legal system and a uniform framework
for application of face recognition technology in forensics.

The remainder of the chapter is organised as follows: in section 2.2.3, the tech-
niques and methodologies used by forensic examiners for the purpose of facial
comparison are discussed. Section 2.2.4 presents a literature review of forensic
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face recognition. In section 2.2.5 we discuss the Bayesian framework and how
it can be applied to forensic face recognition. Section 2.2.6 discusses reliabil-
ity and court admissibility issues associated with forensic facial recognition.
Section 2.2.7 presents conclusions.

2.2.3 Forensic facial identification

Facial identification refers to manual examination of two face images or a live
subject and a facial image to determine whether they are of the same person or
not. Facial identification methods generally can be classified into the following
four categories:

1. Holistic Comparison: In this approach faces are compared by considering
the whole face at once.

2. Morphological Analysis: In this approach individual features of the face
are compared and classified.

3. Photo-anthropometry: This approach (sometimes referred to as photogram-
metry) is based on the spatial measurements of facial features as well as
distances and angles between facial landmarks.

4. Superimposition: In this approach, a properly scaled version of one image
is overlaid onto another. The two images must be taken from the same
angle.

The choice of a specific approach is usually dependent on the face images to be
compared and generally combinations of these methods are applied to reach
a conclusion. Apart from the above described general categorisation of facial
comparison approaches, currently there are no standard procedures and agreed
upon guidelines among forensic researchers. Due to the lack of an agreed-upon
protocol, the similarities and differences are based on personal probabilities
and therefore the opinion of one forensic examiner may vary from those of
others.

2.2.3.1 Working groups

There are several working groups active in this area the aim of which is to
standardise the procedure of forensic facial comparison as well as the proper
training of facial comparison experts. One of the best efforts towards develop-
ing standards and guidelines for forensic facial identification is currently car-
ried out by the Facial Identification Scientific Working Group (FISWG) [21].
It works under the Federal Bureau of Investigation (FBI) Biometric Center of
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Excellence (BCOE). FISWG is focusing exclusively on facial identification and
developing consensus, standards, guidelines, and best practices for facial com-
parison. Currently they have developed drafts of several useful documents in
this regard which include a description of facial comparison, a facial identifica-
tion practitioner code of ethics and guidelines for training experts to perform
facial comparison. These documents are available for public review and com-
ments [21]. Some other working groups active in developing standards and
guidelines for forensic facial comparison include the International Association
for Identification [22] and the European Network of Forensic Science Institutes
(ENFSI) [36]. The standardisation of the process of facial comparison and spe-
cific guidelines which are agreed upon by forensic community is, however, still
a largely unsolved problem.

2.2.3.2 Manual facial comparison by the forensic expert

In this section we briefly review the forensic experts’ way of facial comparison.
The discussion is based on the guidelines set forward by the workgroup on
face comparison at the Netherlands Forensic Institute (NFI) [20,37] which is
a member of ENSFI [28]. The facial comparison is based on morphological-
anthropological features. If possible, for comparison, images with faces de-
picted at the same size and with the same pose are used. The comparison
mainly focuses on:

Relative distances between different relevant features
Contours of cheek- and chin-lines

Shape of mouth, eyes, nose, ears, etc.

Lines, moles, wrinkles, scars, etc. in the face

When comparing facial images manually, it should be noted that differences
may be invisible due to underexposure, overexposure, low resolution, out-of-
focus and distortions in the imaging process. On the other hand, due to similar
limitations in the image formation process (low resolution, difference in focus
and positions of the cameras used to record the images relative to the head
and other distortions in the imaging process) may lead to different appearance
of similar features in the facial images to compare. Due to the aforementioned
effects, which complicate the comparison process, the anthropological facial
features are visually compared and classified as: similar in details, similar, no
observation, different and different in details. Apparent similarities and differ-
ences are further evaluated by classifying features as: weakly discriminating,
moderately discriminating, and strongly discriminating. The conclusion based
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on the comparison process is in the form of a measure of support for either of
the hypotheses (images show faces of the same person vs. images show faces of
different persons) and can be stated as: no support, limited support, moderate
support, strong support and very strong support . The process is subjective and
often different experts reach different conclusions. There is a great need to
standardise the process. Use of automatic face recognition systems will con-
siderably improve the speed and objectiveness of facial comparison and may
also be helpful in standardising the comparison process.

2.2.4 Literature overview

In this section we briefly review existing literature on forensic face recognition.
This review focuses on work discussing forensic aspects rather than on work
describing techniques for biometric face recognition. Surveys on the latter
subject can be found in [30, 38].

2.2.4.1 Forensic biometrics from images and videos at the FBI

Forensic Biometrics from Images and Videos at the Federal Bureau of Investi-
gation (FBI) is described in [39]. The paper gives a description of FBI’s Foren-
sic Audio, Video and Image Analysis Unit (FAVIAU) and the forensic recog-
nition activities that they perform. Many of these activities are performed
manually. Types of manual tasks include voice comparison, facial compari-
son, height determination, and other side by side image comparisons. Two
types of examinations that involve biometrics are photographic comparisons
and photogrammetry [40]. Currently, in both cases, the forensic examina-
tions are performed manually. Photographic comparison means a one-to-one
comparison of a trace facial image to facial images from suspects. The char-
acteristics used in photographic comparison can be categorised into class and
individual characteristics [41]. Class characteristics such as hair colour, overall
facial shape, presence of facial hair, shape of the nose, presence of freckles, etc.
place an individual within a class or group. Individual characteristics such as
the number of and locations of freckles and scars, tattoos, the number of and
positions of wrinkles etc. are unique to an individual and can be used to in-
dividualise a person. Photogrammetry [40] determines spatial measurements
of objects using photographic images. It is used to determine e.g. the height
of a subject or the length of a weapon used in a crime. In [39] several current
and past research projects in the field of forensic recognition are discussed and
also directions for future research on forensic recognition are proposed.
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2.2.4.2 Facial comparison by experts

In [42] the need for facial comparison experts, their role in biometric face recog-
nition development and their training are described. The paper describes the
need for facial comparison experts to verify the results of future automatic
forensic face recognition systems. It emphasises the systematic training of ex-
perts who will be working with these systems. For any future application of
an automated face recognition system, the ultimate judgment will be the man-
ual verification of the outcome of the system. Because the implications of an
incorrect decision are severe the verification of the outcome of an automated
system by an expert is very important. In case of fingerprint technology, there
are many experts available working in association with the automated process.
Compared to fingerprint technology, forensic application of face recognition is
still immature and, therefore, requires even more this manual verification of
the results by experts. This means in the near future more experts will have
to be trained in order to use automatic face recognition systems. Comparison
of images taken under controlled conditions such as passport photos or photos
for arrest records requires less expertise compared to images taken under un-
controlled conditions such as snapshots and images from surveillance cameras.
The experts also need training in legal issues because they will be working
in the judicial system and will present their conclusions in court. The facial
image examiners should be trained in three main areas:

1. General background on facial recognition approaches, which includes the
history of person identification, current methods in biometrics, underlying
principles of photographic comparison [41] and basic knowledge of image
formation and processing.

2. Specific knowledge regarding the properties of the face such as the aging
process, temporary changes (e.g., makeup and hair change), permanent
changes (e.g. formation of scars, loss of hair, cosmetic or plastic surgery),
structure of bones and muscles, facial expressions and the involved muscle
groups and comparison of ears and iris.

3. Understanding of the judicial system, awareness of the implications of a
testimony, admissibility issues of facial comparison in court, presentation
of facial comparison results and processes in court and to laymen.

2.2.4.3 Forensic individualisation from biometric data

In [43] basic concepts of forensic science are reviewed. Also a general forensic
face recognition framework is proposed based on the Bayesian likelihood ratio
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approach. Although this work is a comprehensive review of forensic concepts
and provides a general description of the system, there is no experimental
work described to prove the effectiveness of the proposed framework.

In forensic literature there is confusion between the terms identification and
individualisation. If the class of individual entities is determined to be the
source, it is called identification or classification. If a particular individual is
determined to be the source, it is called individualisation. In the former case,
the identity is called qualitative identity while in the later case the identity is
called numerical identity.

In forensic science, the individualisation process is usually considered as a
process of rigorous deductive reasoning, as a syllogism constituted of a ma-
jor premise, a minor premise, and a conclusion. The major premise here in
forensic face recognition context is the general principle of uniqueness applied
to the source face and trace face. However, it is based on inductive reasoning
which cannot be considered as a form of rigorous reasoning, because what is
true for one instance is not necessarily true for all. While the demarcation
criteria of empirical falsifiability reject the uniqueness of properties used for
individualisation from face, this does not imply that face recognition cannot be
used in forensic individualisation. It rather just puts a limit on the reliability
depending on the quality of the images and method used.

To describe the likelihood ratio approach based on the Bayes theorem, two
mutually exclusive hypotheses, the prosecution hypothesis (H,) and defence
hypothesis (Hg), can be defined as the set of all possible hypotheses for the in-
ference of the identity of the source of a trace. Let I represent the background
information about the case at hand and E the evidence. The likelihood ra-
tio approach requires computation of E, between-source variability (BSV) and
within-source variability (WSV). Fig.2.1 and 2.2 show how to incorporate the
likelihood ratio approach into forensic individualisation as described in [43].
A more detailed description of the Bayesian framework and its application to
forensic face recognition is presented in section 2.2.5

2.2.4.4 Automatic forensic face recognition from digital images

Automatic forensic face recognition from digital images is addressed in [24].
This paper describes small scale experimental work carried out by the Forensic
Science Service in the UK, exploring the performance of an existing automatic
face recognition system [44] in the forensic domain. The paper investigates
the application of the Bayesian framework for forensic facial comparison and
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Fig. 2.1: Obtaining evidence in the Bayesian framework

decision making. Experiments are carried out using the Image Metrics Op-
tasiaTM [44] software package for face recognition.

The approach of the Image Metrics OptasiaTM software used for experiments
is straightforward. Active shape and appearance models [45], based on a
general dataset of faces, are fitted to a new facial image. The fitted model
consists of local information around landmark points in the facial image and
forms a face template. To compare two faces, the similarity of the two face
templates is determined. In [24] the similarity is expressed in a percentage (0-
100%) and is called recognition probability. Given a database of n facial images,
then a query image results in n recognition probabilities. Query images of
persons included in the database are presented to the system and for each
query image all n similarity scores are computed. The authors carried out
three tests for evaluation of the system.

In the first test they used the same images as those in the database for bench-
marking to get an idea of the the maximum performance of the technique.
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Fig. 2.2: Using the evidence to calculate the likelihood ratio

Twenty pictures chosen at random from the database were used as query im-
ages and a similarity score of greater than 95% was obtained for the correct
match for each of the query images. The recognition probability sharply drops
after the nearest match.

The second test was a feasibility test. For five persons in the database, new
images, not present in the database, were obtained and captured exhibiting
variation in pose, illumination, age, facial expression, resolution and image
quality and used as query images to the system. In this experiment, illumi-
nation turned out to have the strongest effect on the recognition probability.
The other variations had smaller but significant effects on the recognition
probability.

Finally, for evaluation testing, the applicability to the forensic framework
was investigated. To be able to calculate likelihoods, the WSV and BSV
are needed. Five people of whom images were present in the database were
photographed under similar conditions as those used to record images for the
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database in order to estimate the WSV and the BSV of the database. Of each
person 10 images were recorded, resulting in a set ) of 50 images. From this
set (), the WSV for each person was determined from the matching scores
resulting from comparing the templates of the person to the template of the
same person in the database. The BSV was obtained by matching all images
in the set () to all images in the database. Using the WSV and BSV, the
likelihood ratio for a matching score can be calculated. For the set Q) in 58%

of the cases the comparison to the correct person in the database resulted in
the highest likelihood.

The evaluation test provides a small scale, very limited assessment of the
expected value or performance of the system in the forensics domain. There
is no discussion on how the population size may influence the results.

2.2.4.5 Face matching and retrieval using soft biometrics

Although it does not directly focus on the forensic aspects of face recognition,
the techniques and methodology proposed in [46] seem very attractive for
forensic application of face recognition. Soft biometrics (ethnicity, gender and
facial marks), if combined with a traditional face recognition system such
as [47,48] can improve the recognition accuracy as well as the ease of use and
interpretation of the outcome in the forensic domain.

In [46] first facial landmarks are detected using an Active Appearance Model
(AAM) [45]. Using these landmarks primary facial features are extracted and
excluded in the subsequent facial marks detection process. First the face image
is mapped to a mean facial shape to simplify the subsequent processing. The
Laplacian of Gaussian (LoG) operator is utilised to detect facial marks. Each
detected facial mark is classified in a hierarchical fashion as linear vs. not
linear and circular vs. irregular. Furthermore, each mark is also classified
based on its morphology as dark vs. light. In this way, each of the facial
marks can be classified as a mole, freckle, scar etc.

Although the demonstrated performance of the proposed approach, using fa-
cial marks detection is not robust, facial marks nevertheless give a more de-
scriptive representation of facial recognition accuracy compared to the numeri-
cal values obtained from traditional face recognition systems. This representa-
tion may be particularly useful in forensic applications. In such an approach
semantic based queries can be issued to retrieve a particular image from a
database. Furthermore, the facial marks can be used for facial comparison of
partly occluded faces, which are quite common for surveillance cameras, and
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may even allow differentiation of identical twins. In [46] experimental results
are presented, based on the FERET [49] database and a mug-shot database
that show that using the soft biometrics in combination with existing face
recognition technology can improve the overall performance of the system and
is more useful to forensic applications.

2.2.5 A Bayesian framework for forensic face recognition

The aim of a forensic biometric system is to report a meaningful value or ex-
pression in court to assess the strength of forensic evidence. The output of a
biometric system cannot be used directly in forensic applications as discussed
in detail in literature on forensic speaker recognition [2,32,33]. Systems using
a simple threshold to decide between two classes resulting in a binary deci-
sion are not acceptable in the forensic domain [2]. For the purpose of forensic
applications, the likelihood ratio framework is agreed upon as a standard way
to report evidential value of a biometric system. This framework has been
discussed in detail in the speaker recognition domain [32,33] and the theory
presented here benefits from it. However, unlike for forensic speaker recogni-
tion, there are very few published works which focus on the forensic aspects of
face recognition and there is a serious need for reliable facial comparison and
recognition systems which can assist law enforcement agencies in investigation
and be used in courts.

The Bayesian framework is a logical approach and can be applied to any
biometric system without change in the underlying theory. The likelihood
ratio (LR) assessed from a score based biometric system can be used directly
in court. While in commercial biometric systems, the objective is to present
a score or decisions in a binary form, in forensic applications, the objective is
to find the degree of support for one hypothesis against the other. Using the
Bayes theorem, given the prior probabilities, the posterior probabilities can
be calculated as:

Pr(Hy|E,I) = Pr(E[H), I)Pr(Hy|I)
Pr(Hg|E,I) = Pr(E[Hq, I)Pr(Hq|I)

where H, and H, are the prosecution and defence hypotheses respectively
and FE represents forensic information (evidence), while I is background infor-
mation on the case at hand. The prosecution hypothesis H,, states that the
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suspect is the source of the trace (in this case a facial image) while the defence
hypothesis H,; states that someone else in a relevant population is the source.
Equations 2.1 and 2.2 give the posterior odds required by judicial systems
given the prior odds (background knowledge on the case) and likelihood ratio
of the evidence E. The likelihood ratio

_ Pr(E|Hy, 1))

LR =
R Pr(E|Hy, 1))

(2.3)

gives a measure of the degree of support for one hypothesis against the other,
taking into consideration the circumstances of the case (background informa-
tion I), and the result of the analysis of the questioned face. It calculates the
conditional probability of observing a particular value of the evidence with
respect to two competing hypotheses [50]. The numerator of the LR requires
the WSV while the denominator requires the BSV to be calculated. This
calculation of the LR from the WSV and BSV for a given matching score or
evidence F is illustrated in Figure 2.3.

probability Pr

L
E matching score

Fig. 2.3: Calculation of the LR from the WSV and the BSV. The solid curve represents
the WSV or Pr(E|Hp,I) and the dashed curve the BSV or Pr(E|Hg, I). If a trace

results in a matching score or evidence F, the LR is obtained by dividing the values
of Pr(E|Hp, I) by Pr(E|Hg,I). Here the LR would be about 2.

The task of a forensic scientist is to evaluate the LR which is then used by
the judicial system to reach a conclusion. Thus in order to use a score based
biometric face recognition system, for calculation of the LR we need the fol-
lowing:

e The evidence E, a score obtained by comparing a trace face and a suspect
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face.

e A distribution of matching scores obtained by comparing pairs of facial
images of the suspect. This gives an estimate of the WSV and used to
compute the numerator, Pr(E|H,, I) of the likelihood ratio.

e A distribution of matching scores obtained by comparing pairs of facial
images where one image is from a person in the relevant population and
another is the trace. This gives an estimate of the BSV which is then used
to estimate the denominator, Pr(E|Hg, I) of the likelihood ratio.

Variability exists in the nature of the pairs of images used to estimate the WSV
and the BSV as discussed in Chapter 4. Figure 2.4 illustrates the complete
procedure.
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Face
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face
Face

recognition
system

matching
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matching
scores

Control
database

\i Y

- Face ;
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recognition matching score _ e

system (Evidence)
Trace />

face

Fig. 2.4: Estimation of the LR. First the WSV and BSV are estimated using a Con-
trol database and a Relevant population database with images recorded under the
same circumstances as the suspect facial image. Then the LR can be computed by
comparing the trace facial image with the suspect facial image and using the WSV

and BSV.
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2.2.6 Reliability and court admissibility issues

The reliability of forensic face recognition is more critical compared to bio-
metric face recognition where an incorrect decision at most results in e.g. a
denial of access for a person to a building or a login restriction, the conse-
quences of which are usually not very serious. In the forensic case, however,
the consequences are far more severe. While it is agreed upon that future ap-
plication of automatic facial recognition systems must be assisted by human
experts for the final verification [42], the reliability of these systems themselves
is also very important as it will reduce manual efforts and help standardise
the process of facial comparison. In order to assess the reliability of forensic
face recognition systems, several factors such as lighting conditions, facial ex-
pressions and pose etc., which are widely explored in the biometric domain
should be considered here as well. If the Bayesian framework is used, other
factors such as the number of images used to compute the BSV and WSV
must also be taken into consideration. Apart from the sizes of the databases,
it should also be ensured that the databases sufficiently cover the variations in
imaging conditions (such as lighting conditions, image quality etc.) and facial
appearance (such as pose, facial expressions etc). The Bayesian framework
is the most logical framework, however it is sensitive to the methods used to
determine the BSV and WSV. In particular, the distribution of H, and Hy
scores are probability density functions and their estimation is sensitive to
the underlying mathematical model chosen. Therefore, a different modelling
method can easily lead to different likelihood ratio values.

As a general rule, in order for the evidence extracted from forensic face recog-
nition to be admissible in a court of law, the employed technology must be
thoroughly tested and evaluated. In the United States this was ensured by
application of the “Frye rule”. It states that the judges should be acting as
“gatekeeper” to asses if the technology on which the evidence is based is gen-
erally accepted in a relevant scientific community or not. Nowadays, in the
United States, mostly a revised version of Frye rule called “Daubert” is in
practice. It ensures that, in addition to general acceptance of the technology,
the employed technology is tested and can be challenged in some objective
way, the technology or theory must be peer-reviewed and a description of the
error rate of the technology must be available. Finally, the technology must
be maintained and adhere to standards.

In the European judicial system, there is no specific admissibility rule de-
scribed regarding the scientific evidence. The judges are responsible for the
evaluation of the scientific evidence pertaining to the case at hand.
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2.2.7 Conclusions

At the moment there are no generally accepted standards for facial comparison
by human forensic experts. However, several working groups are working on
documents for standardisation and training.

Although much research and effort is put into improving state-of-the-art face
recognition systems performance, far less effort is devoted to integrating face
recognition technology with the legal system of court and justice. Only few
papers have been published on the subject of how automatic face recognition
can be adopted to forensic purposes. The output of a biometric face recog-
nition system is not suitable for use in forensic applications and the output
of a conventional score based biometric system must be processed in order to
make it more useful and acceptable by the court.

The likelihood ratio value depends on the databases used for the estimation
of the WSV and BSV and the underlying mathematical model of their dis-
tribution, it still provides the most logical framework for the judicial system
to incorporate biometric evidence and background information on the case
to reach a conclusion. There is an urgent need for “tuning” and integration
of face recognition systems or development of new systems which can fulfil
the requirements of law enforcement agencies and legal systems of court and
justice.



Chapter

The effect of sampling variability in
LR computation

3.1 Introduction

When a pair of biometric specimens are compared using a biometric recogni-
tion system, a score is computed. This score can be converted to a LR using
the two sets of training scores s, and s4. The use of these two sets for training
to learn the mapping function from scores to LRs introduces the problem of
sampling variability. Statistically, the training sets are samples from popula-
tions and would vary if resampled from population. In this chapter the term
“sample” refer to its statistical definition. The focus of this chapter is to intro-
duce the issue of sampling variability in LR computation, review different LR
computation methods and quantify the effect of sampling variability on differ-
ent methods. In section 3.2, we discuss different LR computation methods and
using a single pair of distributions of training scores {{s,}, {sq}}, quantify the
effect of sampling variability. The focus is more on how the location (value)
of the evidence score affects the sampling variability. Section 3.3 discusses the
sampling variability focusing more on the shapes of the distributions of the
scores in the training sets and the sizes of the training sets. The contents of
section 3.2 are based on a published article while the contents of section 3.3
are based on a submitted article which is an extension of the article contained
in section 3.2.
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3.2 A review of calibration methods for biometric
systems in forensic applications!

3.2.1 Abstract

When, in a criminal case there are traces from a crime scene - e.g., finger
marks or facial recordings from a surveillance camera - as well as a suspect,
the judge has to accept either the hypothesis H), of the prosecution, stating
that the trace originates from the subject, or the hypothesis of the defense
H,, stating the opposite. The current practice is that forensic experts provide
a degree of support for either of the two hypotheses, based on their exami-
nations of the trace and reference data - e.g., fingerprints or photos - taken
from the suspect. There is a growing interest in a more objective quantitative
support for these hypotheses based on the output of biometric systems instead
of manual comparison. However, the output of a score-based biometric sys-
tem is not directly suitable for quantifying the evidential value contained in a
trace. A suitable measure that is gradually becoming accepted in the forensic
community is the Likelihood Ratio (LR) which is the ratio of the probability
of evidence given H, and the probability of evidence given H,. In this pa-
per we study and compare different score-to-LR conversion methods (called
calibration methods). We include four methods in this comparative study:
Kernel Density Estimation (KDE), Logistic Regression (Log Reg), Histogram
Binning (HB), and Pool Adjacent Violators (PAV). Useful statistics such as
mean and bias of the bootstrap distribution of LRs for a single score value are
calculated for each method varying population sizes and score location.

3.2.2 Introduction

Use of the Bayesian framework (or the LR framework) is gradually becoming
a standard way of evidence evaluation from a biometric system. A general
description of this framework can be found in [52]. It is applied to several
biometric modalities including forensic-DNA comparison [5] and forensic voice
comparison [7,53]. Preliminary results of evidence evaluation using this frame-
work in the context of face recognition systems are presented in [23,54]. In
this framework the responsibility of a forensic scientist is to compute the LR.

'The contents of this section are published in [51], “A review of calibration methods
for biometric systems in forensic applications”, In: 33rd WIC Symposium on Information
Theory in the Benelux, 24-25 May, 2012, Boekelo, Netherlands, pp. 126-133, ISBN 978-90-
365-3383-6.
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The evidence coming from a biometric system can be considered essentially
as a realization of some random variable that has a probability distribution
and the LR is the ratio of the distribution of this random variable under two
hypotheses evaluated at the realized value of evidence:

_ P(s|Hp)

LB(S) = Bl

(3.1)
where s is the evidence which is, in this context, a score value obtained from
a biometric system by comparison of data from suspect with data found at
the crime scene. This data can be a recording of speech signals or images
etc depending on the type of biometric system. P is a Probability Density
Function (pdf) if s is continuous or a Probability Mass Function (PMF) if s
is discrete. H, and H, are two mutually exclusive and exhaustive hypotheses
defined as follows:

H,: The suspect is the source of the data found at the crime scene.
H;: The suspect is not the source of the data found at crime scene or in other
words, someone else is the source of the data found at the crime scene.

The LR calculates a conditional probability of observing a particular value
of evidence s with respect to H, and Hy. It is a concept which provides for
evaluation and comparison of the two hypotheses concerning the likely source
of the data obtained at the crime scene and which resulted in evidence s
after comparison with suspect data using a biometric system. Once a forensic
scientist has computed the LR, it can be interpreted as the multiplicative factor
which update prior (before observing evidence from a biometric system) belief
to posterior (after observing evidence from a biometric system) belief using
the Bayesian framework:

(3.2)

In this framework, the judge or jury is responsible for quantification of prior
beliefs about H,, and Hy while the forensic scientist is responsible for quantifi-
cation of evidence in the form of the LR given the evidence. It is clear from
the definition of the LR that the distribution of evidence should be considered
given the two hypotheses H, and H,;. The job of forensic scientist is to ex-
press the evidence in relation to distibution of evidence given two competing
hypotheses while the job of judge or jury is to assess the posterior probabilities
of the two competing hypotheses given the evidence. To estimate probability
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distribution that suspect is the source of the data found at the crime scene
(assuming H), is true), we need to collect a set of data from suspect under sim-
ilar conditions to that of data captured at the crime scene. This set of data
is compared to the data found at the crime scene using the given biometric
system to obtain an estimate of the pdf under the hypothesis H,. This esti-
mate which is in the form of histogram of score values obtained from the same
source comparisons is refered to as Within-Source Variability (WSV). Simi-
larly, estimation of pdf under the defense hypothesis requires a set of data
obtained from alternative sources. Comparison of this set of data to the data
found at the crime scene results in an estimate of the pdf under the hypothe-
sis H,. This set of score values obtained from different sources comparison is
refered to as Between-Source Variability (BSV). The set of alternative sources
are sometimes refered to as relevant population and its choice and size may
be affected by the background information about the case.

Obtaining the LRs (or calibrated score values) instead of un-normalized score
values are desirable in several disciplines beside forensics such as medicine
and diagnostics, cost-sensitive decision making and weather forecasting. The
focus of this paper is to evaluate and understand different LR computation
methods. The remaining of this paper is organized as follows: Section 3.2.3
briefly describes four commonly used LR computation methods. Section 3.2.4
discusses proposed evaluation procedure. Experimental results demonstrating
performance of each method are presented in section 3.2.5. Section 3.2.6 finally
concludes our work and presents future research work in this direction.

3.2.3 LR computation methods

LR computation methods compared in this study are well-known and there-
fore we only provide a brief description of each method along with suitable
references for detail. MATLAB scripts of specific implementations of these
methods used in this comparative study are available from the author.

3.2.3.1 Kernel Density Estimation (KDE)

This approach computes the LRs by first modeling pdfs of the WSV and the
BSV scores and then finding the ratio of these pdfs at a given score value.
A common approach to modeling these densities is using KDE [55]. KDE
smooths out the contribution of each observed data point over a local neigh-
borhood of that data point. The contribution of data point s; to the estimate
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at some point s depends on how far apart s; and s are. The extent of this
contribution is dependent upon the shape of the kernel function adopted and
the width (bandwidth) accorded to it. If we denote the kernel function as K
and its bandwidth by h, the estimated density at any point s is

f(s):%ZK((S;SZ’)> (3.3)

1=1

Where n is the total number of data points. In our experiments we use a
Gaussian kernel whose size can be optimally computed as [56]:

- () ”

where ¢ is the standard deviation of the samples and n is the number of
samples. Once estimated pdfs of the WSV and the BSV are obtained using
eq.3, the LR is computed by plugging in values of these pdfs in eq.1. A detailed
description of this approach to LR computation is presented by Meuwly [57]
for forensic speaker recognition.

3.2.3.2 Logistic Regression (Log Reg)

Log Reg is a commonly used machine learning algorithm which gives prob-
abilistic classification and has been widely used in forensic speaker recogni-
tion. Log Reg [58] fits a linear or a quadratic model to the log odds of the
P(H,|s) which can be used in the Bayesian formula to compute the LR. Writ-
ing Bayesian formula using logit function

logitP(H,|s) = LogLR(s) + logit(Hp) (3.5)
Solving for LogLR(s):

LogLR(s) = logitP(Hpl|s) — logit(Hp) (3.6)
P(H,) is known and we model logit P(H,|s) using logistic regression:
logitP(Hp|s) = o+ f(B,s) (3.7)

where f is some function of s parameterized by 5. Usually logitP(Hp|s) is
ordinary linear or quadratic logistic model, i.e., a + $s. In our experiments
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we use a quadratic model:
logitP(H,|s) = Bo + sB1 + s B2 (3.8)

Parameters 3y, 81 and B3 are found from the WSV and the BSV by Maximum
Likelihood Estimation (MLE).

3.2.3.3 Histogram Binning (HB)

Histograms of the WSV and the BSV similarity scores can be divided into
bins in order to compute posterior probabilities of H,, and H; given a score
value [59]. Using Bayes rule in odds form:

() () oo

where ¢ = 1,2, ..n represents the number of the bin. (ggg’;gfg) is simply the

ratio of the number of scores in the set of the WSV to the set of score in the
BSV in bin ¢. For a given s, the LR value of the bin in which s lies is the
required LR value of the s.

The choice of bin size is critical for the performance of the method. In [59]
author has used fixed bin size by dividing the score axis into 10 bins; however, it
results in empty bins when population size is low or when s is very high or very
low. We propose an improved implementation by choosing the bin size based
on the number of scores required in the sets of the WSV and the BSV for LR
computation. For a given score value, the bin is placed symmetrically around
the score value and the size is chosen such that it contains a required minimum
number of the WSV and the BSV scores. This parameter representing the
minimum number of scores of the WSV and the BSV can be varied for different
score locations and population sizes to obtain optimal results. However, we
do not assume any information about score location and population size and
therefore keep this parameter fixed.

3.2.3.4 Pool Adjacent Violators (PAV)

Given data of the WSV and the BSV, PAV [60] sorts and assigns a posterior
probability of 1 to scores of the WSV and 0 to scores of the BSV. It then it-
eratively looks for adjacent group of probabilities which violates monotonicity
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and replaces it with average of that group. The process of pooling and replac-
ing violator groups’ values with average is continued until the whole sequence
is monotonically increasing. The result is a sequence of posterior probabilities
where each value corresponds to a score value from either the WSV or the
BSV. These posterior probabilities along with the priors are used to obtain
the LR values by application of the Bayesian formula. A detailed description
of PAV algorithm can be found here [60].

It is interesting to note that computing Receiver Operating Characteristics
Convex Hull (ROCCH) is equivalent to computing ROC of PAV transformed
score values [61]. This argument leads to another way of implementation;
computing ROCCH instead of the PAV procedure described in previous para-
graph.

3.2.4 Data simulation and experimental setup

Most of biometric systems output are scores based on comparison of two sam-
ples which can be considered as a continuous random variable. Therefore
computation of the LR ideally requires two pdfs: one is pdf of s under pros-
ecution hypothesis P(s|Hp,) and other is pdf of s under defense hypothesis
P(s|Hg). However, in practice, these pdfs are not available and depending
upon the LR computation method they are rather estimated from the data of
the WSV and the BSV scores from a biometric system or the data is used to
estimate the ratio of these pdfs. Given datasets of the WSV and the BSV, it is
hard to evaluate performance of different methods of the LR computation for
a given score value partially due to the fact that we do not know the ground
truth value of the LR for that score value. Suppose we have access to the
underlying pdfs which represent the distribution of data in the WSV and the
BSV, we can easily evaluate the method by comparing its output LR with
the one obtained from ratio of the pdfs. Using simulated data, our evaluation
procedure is simple: assume standard pdfs for data of the WSV and the BSV,
generate random data from these distribution for calibration of each method.
Finally compute the LR for a given similarity score(s). This process of the
WSV and the BSV data generation for calibration and the LR computation
for a given score is repeated n times so that we have a distribution of n LR
values for a given score value. Performance indicators such as mean, bias and
standard deviation of the distribution of the LR values for each method can
be studied for different parameters such as size of population and location of
score value along score axis.

The choice of the types of these distributions and parameters are critical and
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it is logical to base it on the background data from a biometric system. We
observe the WSV and the BSV data from a speaker verification system [62].
Figure 3.1 shows histograms of the WSV and the BSV obtained from this
system. We use MLE to estimate these histograms with different family of
distributions. It turns out that to get best possible fit of a standard probability
distribution to the data, it should first be flipped along maximum score (both
WSV and BSV), then Weibull distributions are fitted to the flipped data of
the WSV and the BSV. Once we have the ‘best fit’ of the flipped data in the
form of standard Weibull distributions of certain parameters, we can generate
data from these standard distributions and the generated data is flipped back
to get a realization of original data of the WSV and the BSV. Figure 3.2 shows
the fitted Weibull disstributions to the data shown in figure 3.1.
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Fig. 3.1: Data of the WSV and the BSV of speaker verification system

3.2.5 Experimental results

We select five score values along the score axis and for each score value we
estimate the distribution of the LRs using 10000 realizations of the WSV and
the BSV data from the distributions shown in figure 3.2. Data is generated in
the ratio of 1:63 from the pdf of the WSV and the pdf of the BSV. We study
bias and standard deviation of each method using five population sizes. Bias
is considered as a measure of accuracy while standard deviation is a measure
precision. Figure 3.3-3.7 show the corresponding bias and standard deviation
of the distributions of the LRs for given score values and population sizes.
Population sizes shown are the sizes of the WSV data and the BSV is 63 times
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Fig. 3.2: Fitted Weibull distributions using MLE from data of WSV and BSV of
speaker verification system

these numbers. Observing the results some comments are in order:

For all score locations, with the increase of population size standard deviation
decreases. This is also true for the bias in all cases except for s = -40 where
Log Reg gives fluxuating bias when population size is increased from 100.
Standard deviation and bias of HB approach is very high for small population
sizes but it decreases faster with increase of population size. The parameter
representing the number of scores required in bin to compute the LR in this
approach can be adjusted to get improved result for a given score location
and population size however we do not assume any knowledge about score
location and population size when choosing value of this parameter. There is
an interesting trade-off between bias and standard deviation of HB approach
and therefore this provide more flexibility whether we can accept more bias or
standard deviation. This might be a useful property when using this method
for practical cases where we know whether more precise or more accurate value
of the LR is desirable.

In most cases Log Reg perform better compared to other methods particularly
it can guarantee very low standard deviation compared to other methods.
This is due to the fact that the shape of backgorund distributions are closer
to family of Gaussian distributions and the corresponding log odds can be
estimated with high accuracy by a linear or a quadratic model. It is more
biased for score values of -20 and +20 and this bias is not decreasing in usual
way with increase of population size which shows that the parametric curve
fitted to the log odds of P(Hp|s) is not fitting to the true curve at these score
locations. This can be a serious drawback of the parametric approaches that
if the model is not appropriate, we cannot compute reliable value of the LR
even by increasing population size.
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KDE perform well in all cases except at high score values where we have fewer
score values to estimate the density. The size of the kernel function can be
adjusted to improve the results for a given score location however we use the
same kernel throughout our experiments.

PAV is also attractive as it shows low bias. It has however the drawback that
at very low and very high score values, it can result in zero and infinity values
of the LR. In our experiments, values of zeros are considered as valid results
while the LR values of infinity output by PAV are replaced by the maximum
value in the sequence of the LR mapped from the scores of the WSV and the
BSV.
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3.2.6 Conclusions and future work

In this paper we compared different methods of calibration for score-based
biomeric systems. A simple methodology is presented for evaluation in terms
of bias and standard deviation of the bootstrap distribution of the LRs for a
given score value. Bias can be considered as how accurate a method performs
while standard deviation is a measure of precision. Performance depends on
three dependent parameters: background distributions representing the WSV
and the BSV data, population size and location of score value along score
axis. Generally it is hard to obtain accurate estimate of the LR when the
score is very high or very low. The choice of which method to use depends
on all the dependent parameters as well as on the fact whether more accurate
or more precise value of the LR is desirable. Future research work includes
working with the WSV and the BSV data from real biometric systems. It is
expected that when the shape of background distributions deviate from the
family of Gaussian distributions, the model fitting procedure will not be giving
acceptable results in most cases.
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3.3 Quantification of the sampling variability in foren-
sic likelihood-ratio computation from biometric
scores 2

3.3.1 Abstract

Recently in the forensic biometric community there is a growing interest to
compute a likelihood-ratio when a pair of biometric specimens are compared
using a biometric recognition system. Using an existing biometric recogni-
tion system which produces a score, this requires a mapping from score to
likelihood-ratio. A likelihood-ratio is the probability of the score given the
hypothesis of the prosecution, H, (the two biometric specimens are origi-
nated from a same source), divided by the probability of the score given the
hypothesis of the defense, H; (the two biometric specimens are originated
from different sources). Given a set of training scores under H, and a set
of training scores under H,, several methods exist to map from a score to a
likelihood-ratio. In this work, we introduce the issue of sampling variability
in the training sets and carry out a detailed empirical study to quantify its ef-
fect on commonly proposed likelihood-ratio computation methods. We study
the effect of sampling variability varying : 1) the shapes of the probability
density functions which model the distributions of scores in the two training
sets; 2) the sizes of the training sets; 3) the actual value of the score for which
the likelihood-ratio is computed. For this purpose, we introduce a simulation
framework which can be used to study several properties of a likelihood-ratio
computation method and to quantify the effect of sampling variability in a
likelihood-ratio. A large number of training scores from a speaker and a face
recognition system are used for devising the framework. It is shown empirically
that sampling variability can be significant, particularly when the training sets
are small. Furthermore, a given method of likelihood-ratio computation can
behave very differently with different shapes of the distributions of the scores
in the training sets. Situations are identified where well-known methods have
undesirable properties when used for forensic evidence evaluation.

2The contents of this section are based on “Quantification of the sampling variability in
forensic likelihood-ratio computation from biometric scores”, IEEE transactions on informa-
tion forensics and security (under review)



3.3 Quantification of the sampling variability in forensic likelihood-ratio
computation from biometric scores 39

3.3.2 Introduction

For an automatic comparison of a biometric specimen from a known source
and a biometric specimen from an unknown source, a metric called score can
be computed using a biometric recognition system

s =g(x,y), (3.10)

where z and y are the two biometric specimens, ¢ is the biometric algorithm
(feature extraction and comparison) and s is the computed score. In general,
a score quantifies the similarity between the two biometric specimens while
taking into account their typicality. In forensics, the known-source biomet-
ric specimen could come from a suspect while the unknown-source biometric
specimen could come from a crime scene and the score is considered as an ev-
idence. The use of biometric systems in applications such as access-control to
a building and e-passport gates at some airports require the developer of the
system to choose a threshold and consequently any score above the threshold
implies a positive decision and vice versa [1|. This strategy works well in such
applications; however, it presents several issues in forensic evaluation and re-
porting of the evidence from biometric recognition systems [52]. The selection
of a threshold and therefore making a decision is not the province of the foren-
sic practitioner. Furthermore, in most criminal cases, scientific analysis of the
two biometric specimens provides additional information about the case at
hand [63] and a threshold-based hard decision cannot be optimally integrated
with other evidences in the case.

3.3.2.1 Likelihood-Ratio (LR)

There is a growing interest among forensic practitioners to use biometric recog-
nition systems to compare a pair of biometric specimens. The concept of LR
can be used to present the output of such a comparison. It has been exten-
sively used for DNA evidence evaluation [8]. In general, given two objects,
one with a known source and another with an unknown source, it is the joint
probability of the occurrence of the two objects given H,, divided by the joint
probability of the occurrence of the two objects given Hy [64-66]. When the
two objects are the two biometric specimens = and y, compared using a bio-
metric recognition system, the resultant score replaces the joint probability
of the occurrence of the two specimens simplifying the computation of the
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LR [6,10]

Pla,ylHy, T) _ P(s|Hy 1)
P(z,y|Ha,I) ~ P(s|Ha,I)’
where [ refers to background information which may or may not be domain
specific.

LR(z,y) = (3.11)

(3.12)

where the background information, I, is omitted for simplicity. This is an
appropriate probabilistic framework where the trier of fact is responsible for
quantification of the prior beliefs about H, and H,; while the forensic practi-
tioner is responsible for computation of the LR.

The use of a LR is gradually becoming an accepted manner to report the
strength of the evidence computed by biometric recognition systems. This is a
more informative, balanced and useful metric than a score for forensic evalua-
tion and reporting [63]. A general description of the LR concept for evidence
evaluation can be found in [52,63]. It is applied to several biometric modali-
ties including speech [3,7,53,67] and fingerprint comparison [68]. Preliminary
results of the evidence evaluation using the LR concept in the context of face
and handwriting recognition systems are presented in [10, 23,54, 64].

3.3.2.2 Computation of a LR

In most cases, the conditional probabilities, P(s|Hp) and P(s|Hy), are un-
known in the LR and they are computed empirically using a set of training
scores under Hy, s, = {s? ;ﬁl (a set of n? number of scores given H,,) and a set
of training scores under Hy, sq = {s;l ?il (a set of n? number of scores given
Hg;) (see Fig.3.8). The biometric data sets used to compute s, and s; depend
on the case at hand [4]. In general, the s; scores are computed by comparing
pairs of biometric specimens where the two biometric specimens in each pair
are obtained from different sources whereas the s, scores are computed by
comparing pairs of biometric specimens where the two biometric specimens in
each pair are obtained from a same source. An important condition in foren-
sic LR computation is that the pairs of biometric specimens used for training
should reflect the conditions of the pair of biometric specimens for which the

LR is computed. Variability exists in the selection of the different-sources and
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same-source pairs of biometric specimens for training, e.g., either the trace or
the trace-like suspect’s biometric specimen can be compared to the biomet-
ric specimens of the potential population (possible potential sources of the
trace biometric specimen) to compute the different-sources scores [3,6,10,15].
Same-source scores can be obtained by comparing trace-like biometric speci-
mens from the suspect to the reference biometric specimens of the suspect or
using a general approach, where pairs of biometric specimens from a same-
source are compared. The effect of suspect-specific and generic scores in the
training sets on a forensic LR is studied in [10, 15] for face and handwriting
recognition. Please refer to [4] for an overview of the biometric data sets
collection in forensic casework for a LR computation.

nP pairs of
biometric Bi i Scores set
iometric | given H,

specimens ——p

from same System Sp ={S1,52,..,Sn?
source
Likelihood
Training data ratio —» LR (s)
nd pairs of computation
biometric : ; Scores set
Biometric )
specimens —® ¢ ——»  given Hqy
; ystem f
from different Sq={s1,52,..,5n%}

sources

S

The pair of biometric
specimens consisting of the ———»
suspect and the trace

Biometric
System

Case data

Fig. 3.8: Computation of a LR for a pair of biometric specimens consisting of the
suspect’s biometric specimen and the trace biometric specimen.

3.3.2.3 Sampling variability

Statistically, the training biometric data sets are samples from large popula-
tions of biometric data sets. The training biometric data sets, when resampled,
will lead to slightly different values of the training sets due to the unavoidable
sampling variability. This implies that the sets s, and sg consist of random
draws from large sets of scores. When the resampling is repeated, slightly dif-
ferent LRs are computed for a given score. This is referred to as the “sampling
variability” in a LR. It is desirable that a given LR computation method is less
sensitive to the sampling variability in the training sets. If the PDFs of the
scores under H), and under Hy are known, a LR computed using given sets of
training scores can be compared with the LR computed using the ratio of the
two PDFs. The closeness of the two values implies the suitability of a given
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LR computation method and in this article, we will refer to this performance
indicator as “accuracy”.

Note that in a given forensic case, the potential population and the suspect are
deterministic parameters of the problem. The sampling variability, however,
is due to the training scores sets that is needed to compute the mapping
function from score to LR. This is because the training biometric data sets
(and therefore the training scores) are finite and would vary one to the next in
repeated random sampling. In practice, generation of multiple biometric data
sets for training by resampling might not be feasible and therefore sampling
variability is generally not measured. This is the motivation behind this study
which provides an assessment of the sampling variability using a simulation
framework. In passing, it should be pointed out that considering sampling
variability implies uncertainty in a computed LR and different point of views
exist on how to treat uncertainty in LRs [69-73].

3.3.2.4 Goal and organization of the paper

The purpose of this paper is to assess the sampling variability and accuracy
of three commonly proposed LR computation methods. They are dependent
on three parameters: 1) the shapes of the distributions of the scores in the
training sets; 2) the sizes of the training sets; 3) the actual value of the score for
which the LR is computed. A detailed empirical study is carried out in order
to understand the merits and demirits of each method in evidence evaluation.

The paper is organized as follows. In section 3.3.3, we review existing work on
comparison and assessment of different LR computation methods and describe
our simulation framework. Section 3.3.4 briefly reviews the LR computation
methods compared in this paper. Section 3.3.5 explains the experimental
setup by describing the biometric scores sets, selection of the PDFs of the
training scores sets and the proposed strategy to avoid infinite values in LR
computation. Results are presented in section 3.3.6. Finally conclusions and
future research directions are stated in section 3.3.7.

3.3.3 Comparison of LR computation methods
3.3.3.1 Existing work

The training sets s, and s; can be divided into two subsets: training sub-
set {{sp.tr}, {Satr}} and testing subset {{spts},{Sdts}}. The most com-
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mon approach to develop and assess LR computation methods is to learn
the mapping function from score to LR using {{sp.¢r},{sd+}} while using
{{sp.ts},{5d.ts}}, compute a set of test LRs {{LRp +s}, {LRq41s}} for perfor-
mance assessment. We appreciate large LRs in {LR, s} because they are
computed for the pairs of biometric specimens obtained from same source and
small LRs in { LRy +s} because they are computed for pairs of biometric spec-
imens obtained from different sources. Based on this argument, performance
of the LRs, {{LRp+s},{LRai+s}}, can be measured in a number of ways in-
cluding calculation of the rate of misleading evidence in favour of H, and
H, [10], Tippett plot [18], Cost of Log LR (Cy,) [17] and ECE plot [9]. This is
a ‘black-box’ approach where performance is assessed using a set of test LRs,
{{LRp s}, {LRa+s}}. Such assessments are used extensively and prove useful
in practice, however, they do not consider the effect of the sampling variability
in the training sets.

Morrison proposed the use of “credible intervals” to assess the sampling vari-
ability of a LR [74]. His work is focused on the sampling variability in the
evidence score s for which the LR is computed and not the one in the training
scores sets. In [71], a strategy based on confidence intervals is used to measure
the sampling variability when the frequencies associated with LR computa-
tion in DNA evidence are estimated using a sample from the population. For
forensic speaker recognition, Alexander [75, section 3.5] used “Leave-one-out”
strategy in order to assess the variability in a LR due to small change in the
training sets. One score is removed per run, with replacement, from the train-
ing scores and a LR is computed. This lead to a distribution of LRs for a
given score which can be used to assess the variability. However, this pro-
cedure does not address the issue of sampling variability in the training sets
where the assumption is that the training sets are samples from populations.

In this work, we carry out a general study, varying the shapes of the distribu-
tions of the scores in the training sets as well as the sizes of the training sets
in order to understand their effects on the sampling variability and accuracy
of LR computation methods. An analysis of the sampling variability consti-
tutes a measure of reliability of a LR computation method and is important
in forensic science as recently discussed by Morrison [69, 76].

3.3.3.2 Proposed simulation framework

Since the score output by most biometric systems is a continuous random
variable, computation of a LR ideally requires the PDF of scores under H,
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and the PDF of scores under H,;. However, in practice, these PDFs are not
known. Only the two sets of training scores, s, and sq4, are available which
can give a rough idea of how the corresponding PDF's look like. Suppose we
have access to the underlying PDF's from which the training sets s, and s4 are
generated, a LR of a score s from the PDF's is computed as:

_ fsp(s)
fsa(s)’

where fs, is the PDF of scores given Hy, and fs, is the PDF of scores given
Hg. For the ease of presentation, we introduce the notation LR, ,a(s) to
represent the LR of a given score s computed using n” number of the s, scores
and n? number of the s4 scores. Using the LR computed from the PDFs as a
benchmark, a form of accuracy, based on the fact that how close the two LRs,
LR, ,a(s) and LR «(s) are, can be measured®. Our procedure to measure
the sampling variability and the accuracy can be summarized as follows:

LRoos0(3) (3.13)

e Match standard PDF's to large s, and sg4 sets of scores of a biometric recogni-
tion system using Maximum Likelihood Estimation (MLE) or assume stan-
dard PDFs which are similar to commonly observed distributions of the s,
and the s; scores.

e Generate n realizations of the s, and the s; scores from these standard
PDFs by random statistical sampling.

e For a given score, n LRs can be computed using the n random realizations
of {{sp},{sdq}}(see Fig.3.9).

e The standard deviation and the difference between the minimum and the
maximum values of the set of n LRs of a score can be used to measure the
sampling variability while the mean value of the n LRs of a score along with
the LR o of the score can be used to measure the accuracy.

e A smaller value of the standard deviation and a smaller value of the dif-
ference between the maximum and the minimum values imply the method
is less sensitive to the sampling variability in the training sets. Similarly,
the closer the mean value of the n LRs and the LR ~ of the score are,
the more accurate a method is. Furthermore, using the mean value, a bias
value can be computed as bias = LRy o — mean.

3The term “accuracy” is also used sometimes to refer to the system performance evalu-
ated using the tools mentioned in section 3.3.3.1 (Tippett plot, Cj,, etc). That measure of
accuracy is based on the ground truth information that whether a pair of biometric speci-
mens has been originated from a same source or from different sources as the benchmark.
The measure of accuracy of interest in this paper is based on the knowledge of the true
parameters of the probability distributions from which the training sets are generated and
uses the LRs obtained from the assumed PDFs as a benchmark.
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Note that random statistical sampling of the two PDFs corresponds to the
random sampling of the biometric data sets from the suspect and potential
population for computation of the training scores.

n random
sampling

f —» nsetsof Sp
Sp scores of size

nP
Likelihood
A randorm ratio —» Distribution of n
sampling computation LRnp’nd(S)
f n sets of Sy T
Sd scores of size
nd S

Fig. 3.9: Generation of n realizations of the training sets by random sampling and
computation of n LRs of a given score s. The standard deviation, minimum LR,
maximum LR and mean LR follow from the set of n LRs of the score s.

Using this procedure, each method of LR computation can be studied based on
different shapes of the distributions of the scores in the training sets, different
sizes of the training sets and the actual value of the score for which the LR is
computed.

It can be argued that the proposed experiment cannot be performed for an
exhaustive set of biometric systems or shapes of the distributions of scores.
However, based on a few typical PDFs, it can provide a useful insight into the
behaviour of different methods of LR computation and in the assessment of
the sampling variability in a computed LR. For the purpose of performance
assessment, this procedure has several advantages over specific sets of real
scores from a biometric system:

e The benchmark value of the LR of a given score s, (LR oo(S)), is known
and can be used to measure the accuracy of different methods of LR com-
putation.

e Multiple realizations of the training sets can be generated by repeated ran-
dom sampling of the PDFs. These sets simulate the sampling variability
when the biometric data sets are repeatedly resampled for computation of
the training sets.

e The sizes of the training sets can be increased or decreased easily to quantify
its effect on LR computation methods.
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e The characteristics of the PDF's can be altered to see how the shapes of the
distributions of the scores in the training sets affect the LR computation
methods.

e The separation between the assumed PDFs can be increased or decreased
which is related to the discriminating power of a biometric system and
affects different LR computation methods differently.

The choice of the types and the parameters of these PDFs is critical. We
consider four pairs of PDF's; two pairs of PDFs are selected based on their
best MLE fitting to the s, and sgq sets of two biometric recognition systems
whereas the other two pairs of PDFs are assumed based on their general
proximity to the shapes of the distributions of the s, and s4 scores sets in
the available litrature. With this, we cover a variety of the distributions of
scores expected from different biometric recognition systems. The details of
the selected PDF's and the fitting procedure will follow in a later section.

3.3.4 LR computation methods

We consider three LR computation methods commonly proposed for the evalu-
ation of evidence. A brief description of these methods is given in the following.
MATLARB scripts of all experiments along with the biometric scores sets will
be made available online.

3.3.4.1 Kernel Density Estimation (KDE)

This approach estimates the PDF's of the s, and the s4 scores using KDE [55]
and then compute the quotient of these estimated PDFs at the score location
s to compute the LR of s. KDE smooths out the contribution of each observed
data point over a local neighborhood. The contribution of the score s; in the
training set to the estimate at score location s depends on how far apart s;
and s are. The extent of this contribution is based on the shape and width of
the kernel function. If we denote the kernel function as K and its width by A,
the estimated density at score s is

f(s) = %X:K <¥> (3.14)

where for PDF of the s, scores, n is the total number of scores in the s, set
and for PDF of the s; scores, n is the total number of scores in the s; set.
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In our experiments, a Gaussian kernel is used where the width is optimally

chosen as [56]:
46°
h=|— 1
(5 ) (3.15)

where ¢ is the sample standard deviation. A detailed description of this ap-
proach to LR computation is presented by Meuwly [57] in the context of foren-
sic speaker identification and subsequently adapted by [23, 54, 77] for other
biometric modalities.

3.3.4.2 Logistic Regression (Log Reg)

Log Reg [78] uses a linear or a quadratic function to map a score s to the

log odds log (%). These log odds along with the sizes of the training
sets can be used in the Bayesian formula in eq.3.12 to compute the LR. We
choose a linear function since it is more common in forensic likelihood ratio

computation [17,78]:

log (%) = Bo + s01 (3.16)

parameters [y and (1 are found from the training sets of scores using Iter-
atively Reweighted Least Squares (IRLS) algorithm [79]. Log Reg is a well-
known algorithm in machine learning and statistics and is widely used for LR
computation in several biometric modalties including forensic speaker, finger-
print and voice comparison [3,17,78].

3.3.4.3 Pool Adjacent Violators (PAV)

Given the sets of the s, and the sg scores, PAV algorithm (also called Isotonic
Regression) [60] combines them into a single set, sorts and assigns a posterior
probability P(H,|score) of 1 to each score of the s, and 0 to each score of
the s4 set. It then iteratively looks for adjacent group of posterior probabili-
ties that violates monotonicity and replaces it with the average of that group.
The process of pooling and replacing violator groups’ values with the average
is continued until the whole sequence is monotonically increasing. The result
is a set of posterior probabilities P(H,|score) where each value corresponds
to a score from either the s, or the s4 set. The odds of these posterior proba-
bilities along with the sizes of the training sets are used to obtain the LRs by
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application of the Bayesian formula in eq.3. To compute a LR for a score s,
linear interpolation is used between the training scores. A detailed description
of the PAV algorithm can be found in [60].

It should be mentioned that, another commonly used method to compute LRs
from scores is by finding the slope of the Receiver Operating Characteristics
Convex Hull (ROCCH). However, it is recently proved that this method is
equivalent to PAV [61]. Furthermore, PAV can be considered as an optimized
version of the LR computation using histogram binning [80] because PAV
chooses optimal bin size depending on the size of the training data in different
score locations.

3.3.5 Experimental setup
3.3.5.1 Selection of PDFs

We consider four pairs of PDFs from which the n realizations of the training
sets are generated by repeated random sampling. These training sets are
used to assess the sampling variability and accuracy of each LR computation
method using the simulation framework discussed in section 3.3.3.2. The first
pair of PDF's consists of two Normal PDF's shown in Fig.3.10(a). The specific
values of the parameters are chosen such that there is some overlap between
the two PDF's and the standard deviation of the PDF of the s4 scores is larger
than the PDF of the s, scores (see Table. 3.1). The choice of Normal PDFs

Table 3.1: Parameters of the assumed Normal PDFs

w o
fs, 23 2.3
fo, 13 4

in this comparative study is motivated by its widespread use to model the
distribution of scores in the s, and in the s4 set in various biometric modalities
such as handwriting and fingerprint recognition [10, 68].

The second pair of PDFs consists of two reversed Weibull PDFs shown in
Fig.3.10(b) and expressed as:

Fsi A k) = § (—Sm“”;_ S) e, (3.17)
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where k£ > 0 is the scale parameter and A > 0 is the shape parameter in the
Weibull distribution. s,,,. = 4, found experimentally, is the score value along
which the PDF's are reversed. Table 3.2 shows the values of £ and A for the
two PDFs. The choice of these specific PDFs is motivated by the shape of the

Table 3.2: Parameters of the assumed Weibull PDFs

D)
fo, 07 02
fo, B 25

distributions of scores obtained by face recognition systems based on Boosted
Linear Discriminant Analysis (BLDA) [23,81].

Next we consider large sets of the s, and the s;4 scores from a speaker recogni-
tion system based on probabilistic Linear Discriminant Analysis (PLDA) [62]
approach which models the distribution of i-vectors as a multivariate Gaussian.
The system is described in [62, section 2.5] and used with the biometric data of
the National Institute of Science and Technology (NIST) Speaker Recognition
Evaluation (SRE) of 2010 [82]. Fig.3.10(c) shows the s, set, the s4 set and the
matched pair of PDFs using MLE. These are reversed Weibull PDFs, flipped
along S;q. as in equation 3.17, with different parameters as shown in Table
3.3. In this case, S;,q, is the maximum value of the score in the training set

{{sp}s {sat}-

Table 3.3: Parameters of the Weibull PDF's fitted to the s, and s4 sets of the speaker
recognition system shown in Fig.3.10(c).

k A
fs, 359 77.67
fs, 6.80 165.29

Lastly we consider a state-of-the-art commercial face recognition system devel-
oped by Cognitec [83]. It is used with face images from SCFace database [84]
which includes low resolution images captured using surveillance cameras.
There are 5 different qualities of surveillance cameras and 130 subjects in
the database. Each subject has a frontal mugshot which is compared to the
surveillance cameras images. The resultant s, and sg scores sets are shown in
Fig.3.10(d). Using MLE, the s, scores set is best fitted by the Uniform PDF
and the sg scores set by the Beta PDF shown in Fig.3.10(d) and expressed as:
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Fig. 3.10: pairs of PDFs from which n realizations of the training sets are generated
by random sampling. (a) Assumed Normal PDFs. (b) Assumed reversed Weibull
PDFs. (c) Scores sets from the speaker recognition system and the fitted reversed
Weibull PDFs. (d) Scores sets from the Cognitec face recognition system and the
fitted Uniform and Beta PDF's.
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1 fora <s<b
. — b—a -
fs,(s7a,0) { 0 otherwise

fsd (87 «, 6) = B(éﬁ) Sa_l (1 o S)ﬂ_l

where values of a, b, a and § are 0.0020, 0.9995, 0.8532 and 17.3373 respec-
tively found using MLE.

3.3.5.2 Avoiding infinite Log-likelihood-ratios

In order to avoid computation of infinite log-likelihood-ratios, we insert the
score s, for which the LR is computed, both in the s, and in the s; set.
A slightly different strategy has been proposed in [17] where two additional
scores are inserted in these sets: one at the maximum possible score location
and another at the minimum possible score location. In general, both of these
strategies are motivated by the Laplace’s rule of succession. The inserted
scores can be considered to represent training scores which were not encoun-
tered in the training sets because there is not enough training biometric data
but which could have occurred.

3.3.6 Results

PDFs in Fig.3.10 are randomly sampled and 5000 realizations of the training
sets ir = {{Spl}’ {3d1}}atr2 - {{5p2}7 {Sdz}}’ -, tT5000 = {{Spsooo}’ {Sdsooo}}
are generated. In practice, the sizes of the s, and s; sets available for compu-
tation of a LR is case-dependent and can vary significantly. We consider three
sizes of the training sets (n”,n?): (2000, 100000), (200, 10000) and (20, 1000).
The choice of the small size of the s, set compared to the s4 set is motivated
by the fact that it is generally the case in practice.

In order to understand the effect of the shape of the distribution of the scores
in the s, and in the s; set and the sizes of these two sets used for training,
a fixed score s is considered. This score is shown by a vertical line in each
pair of PDFs in the leftmost column in Fig.3.11. The value of s is chosen such
that its Log;, Likelihood Ratio (LLR) computed from the PDFs is 0; i.e.,
LLR~ ~(s) =0 or LRy oo(s) = 1. The right three columns of Fig.3.11 show,
for each method, the histograms of 5000 L L R2000,100000($) values computed for
the score s using the training sets trq, tro, .., trsooo. The size of tr; is (nP,n?) =
(2000, 100000). The solid vertical line in the histograms shows the LL R ()
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Fig. 3.11: The leftmost column shows the PDFs with the considered score s shown as
a vertical line. The next three colums show histograms of the 5000 LL R2000.100000($)
values computed by each method using the training sets tri,trs, .., trs000 where size
of tr; = (n?,n%) = (2000,100000) and generated using random sampling from the

corresponding pairs of PDF's.
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whereas the dotted vertical line shows the mean LLR of s computed from the
set of 5000 LLRs. The distance between the solid line and the dotted line gives
an estimate of the accuracy of the method whereas the standard deviation of
the histograms of LLRs gives an estimate of the sensitivity of a method to
the sampling variability in the training sets. The use of a logarithmic scale
is preferred for plotting purposes as well as it has intuitive apeal for forensic
practitioners. As an example, a LLR of 1 (LR = 10) can be interpreted as
“The probability of the evidence is 10 times more given the two biometric
specimens are originated from a same source than if they were originated
from different sources” whereas a LLR of -1 (LR = 0.1) can be interpreted
as “The probability of the evidence is 10 times more given the two biometric
specimens are originated from different sources than if they were originated
from a same source”. From Fig.3.11, it can be concluded that, based on these
large sizes of the training sets, Log Reg is least sensitive to the sampling
variability in the training sets followed by KDE and then PAV. However, the
mean LLR in case of PAV and KDE is closer to LLR « for distribution pairs
in Fig.3.11(a,b,d) demonstrating the better generalization ability of these non-
parametric approaches across different shapes of the scores distributions. The
mean values computed by Log Reg in Fig.3.11(a) and Fig.3.11(c) also show the
fact that a small difference in the shapes of the distributions of the scores in
the training sets can significantly affect the accuracy of the Log Reg approach.

To see the effect of reduction in the sizes of training sets, Fig.3.12 repeats the
results when the sizes of the s, and the sg sets are 20 and 1000 respectively.
Note the larger range of the x-axis in the histograms, showing, in general, a
large standard deviation of the LLRs due to reduction in the sizes of the train-
ing sets. For these small training sets, Log Reg outperforms KDE and PAV
in terms of the accuracy of the computed LRs, however, it is more sensitive
to the sampling variability in the training sets compared to KDE.

Sampling variability can be significant in case of small training sets. As an
example, when the size is (20,1000), the minimum and maximum LRs com-
puted by KDE in Fig.3.12(d) are ﬁ and 2.04 respectively, resulting in the
closed interval, [6_—156, 2.04], in which the LR value could lie. This implies that,
given the two input biometric specimens, the exact value of the LR lies in
this interval and therefore it suggests that a range of LRs should be presented
in court. Sampling variability may not be a serious concern in cases where a
very large or a very small value of LR is computed. However, it will still be a
good practice to perform and include an assessment of the sampling variability
when reporting the strength of a biometric evidence in the form of a LR. The

corresponding intervals of LRs in Fig.3.12(d) in case of Log Reg and PAV are
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(5%, 2.30] and [145,9.53] respectively. Note that these intervals of LRs are
for a score lying in a location which is expected to be less sensitive to the
sampling variability in the training sets because of the large number of data
points in this score location. We will discuss the effect of varying the score

location later.

Fig.3.13 summarizes the effect of the sizes of the training sets on the standard
deviation of the 5000 LLRs and on the bias (mean — LR ) of each method.
Some notes are in order:

— The sizes of the training sets has little effect on the bias of the Log Reg
method. The bias, however, is dependent on the shapes of the distribu-
tions of the scores. This is one of the main drawback of most parametric
approaches, in general; Once the model is not appropriate, the sizes of the
training sets cannot compensate for it. In contrast to the bias, the sampling
variability in case of the Log Reg method is dependent on both the sizes of
the training sets as well as the shapes of the distributions of the scores.

— Instead of the shapes of the distributions of the scores in the training sets,
the bias and sampling variability in case of the PAV method is strongly
dependent on the sizes of the training sets. This can be concluded from
Fig.3.13 by noticing similar behaviour of the PAV method across the four
different pairs of the PDFs of scores.

— The KDE method follows similar behaviour as the PAV method but it is
less biasd and less sensitive to the sampling variability when the sizes of the
training sets are reduced significantly, e.g., the case of (20,1000), as shown
in Fig.3.13.

Table 3.4 shows the mean, maximum and minimum values of the 5000 LLRs
computed by each method considering different sizes of the training sets.

In order to study the effect of the value of the score s for which the LR is
computed, the sizes of the training sets are kept fixed. Since sampling vari-
ability is significant when the sizes of the training sets are small, we consider
the sizes (n?,n?) = (20,1000). A set of 50 equidistant scores are generated
in the range [min (sq,) maz(sy,)] for [i = 1,2,..,5000]. Then, as previously,
for each score in this set, 5000 LLRs are computed using the 5000 training
sets Ly, try, -, trsgge generated by random sampling of the PDFs. The mean,
maximum and minimum values of the 5000 LLRs are plotted for each score
in the set of 50 equidistant scores (see Fig.3.14). Only results for the pairs of
PDFs in Fig.3.11-3.13(c,d) are shown.

The sampling variability in a LR is more significant when the score location is
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Fig. 3.12: The leftmost column shows the PDF's with the considered score s shown as a
vertical line. The next three colums show histograms of the 5000 LL R2¢ 1000(s) values
computed by each method using the training sets trq,tro, .., trso00 where size of tr; =
(n?,n%) = (20,1000) and generated using random sampling from the corresponding
pairs of PDFs.
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Table 3.4: The mean and the interval between the maximum (Max) and the minimum
(Min) LLRs for the three different sizes of the training sets. For each size, the mean
LLR closest to the LLR o and the smallest interval is highlighted.

(a) For PDFs in Fig.3.11-3.13(a)

KDE Log Reg PAV
Mean [Min,Max] Mean [Min,Max] Mean [Min,Max]
(2000,100000) | 0.0258 [-0.1172,0.1699] 0.0700  [0.0101,0.1204] | 0.0229 [-0.3306,0.2976|
(200,10000) | 0.0643  [-0.2744,0.3041] | 0.0718 [-0.1471,0.2299] | 0.0922 [-0.5293,0.4899]
(20,1000) 0.1747  [-0.3841,0.5735] | 0.0942  [-0.7927,0.4034] | 0.3374 [-0.1730,0.9379]
(b) For PDFs in Fig.3.11-3.13(b)
KDE Log Reg PAV
Mean [Min,Max] Mean [Min,Max] Mean [Min,Max]
(2000,100000) | 0.0130 [-0.2197,0.2328] 0.1661  [-0.0110,0.3139] | 0.0426  [-0.4139,0.3461]
(200,10000) | 0.0636 [-0.5754,0.4315] | 0.1622  [-0.6047,0.4937] | 0.1806 [-0.4399,0.7116]
(20,1000) 0.3062  [-0.1645,0.7999] | 0.2200  [-0.6569,0.9012] 0.6109  [0.1219,1.3260]
(c) For PDFs in Fig.3.11-3.13(c)
KDE Log Reg PAV
Mean [Min,Max] Mean [Min,Max] Mean [Min,Max]
(2000,100000) | 0.0254 [-0.1017,0.1442] | 0.0109 [-0.0515,0.0715] | 0.0240 [-0.3162,0.2819]
(200,10000) 0.0653 [-0.3135,0.3048] | 0.0140 [-0.2543,0.1829] | 0.1030 [-0.6170,0.5829]
(20,1000) | 0.1790  [-0.3659,0.6237] | 0.0542  [-0.9233,0.4088] | 0.3674 [-0.1413,0.9478]
(d) For PDFs in Fig.3.11-3.13(d)
KDE Log Reg PAV
Mean [Min,Max] Mean [Min,Max] Mean [Min,Max]
(2000,100000) | -0.0078  [-0.1014,0.0599] | 0.0228 [-0.0312,0.0710] | 0.0166 [-0.2779,0.2368]
(200,10000) -0.0423 [-0.2485,0.1296] | 0.0234 [-0.1688,0.1769] | 0.0803 [-0.5180,0.4731]
(20,1000) | -0.0915 [-0.8170,0.3097] | 0.0353  [-0.8341,0.3626] | 0.3347 [-0.1543,0.9792]
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far from the intersecting point of the two PDFs. In case of the KDE method,
the function from scores to LLRs may not be monotonically increasing. This
is a very undesirable property in evidence evaluation where the score increases
with the degree of similarity between the two biometric specimens. A specific
regularization procedure such as imposing a condition on s as “min(sy) <
s < max(sq) and mapping scores outside this range to the end-points of this
range” is needed in the KDE approach. There is a large sampling variability in
Log Reg approach which strictly warns its use when small sizes of the training
sets are available. Assuming in a forensic case when a LR is computed and
sampling variability is not assessed, this leaves the PAV method as the most
attractive choice since it LRs are monotonically increasing over the whole
range of scores (unlike the KDE method) and has smaller sampling variability
than the Log Reg method.

3.3.7 Conclusions and future work

In this paper we studied three LR computation methods commonly proposed
for forensic evidence evaluation. The focus was to understand the effect of
the sampling variability in the training sets of scores and the accuracy. A
simulation framework is proposed for this purpose and a comparative study
is carried out based on different shapes of the PDF's from which the training
sets are generated, the sizes of the training sets and the value of the score
for which the LR is computed. It is observed that these three parameters are
important and should be considered in order to appropriately select a method
of LR computation since all of them affect the computed LR. It is shown
that sampling variability is a serious concern when the sizes of the training
data sets are small. Furthermore, for small sizes of the training sets, the whole
range of scores is mapped to LLRs and it is found that the two commonly used
methods, KDE and Log Reg, give undesirable results. The study suggests that
a range of LRs should be reported which incorporates the sampling variability.

For future work, research can be carried out in order to derive the functional
relationship between the sizes of the training sets and the amount of sampling
variability in the computed LR. Furthermore, specific strategies can be incor-
porated in the LR computation methods to make them more robust for cases
where small training sets are available for LR computation.
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Chapter

Suspect-specific and generic training
scores for computation of LRs

4.1 Introduction

The two sets of training scores s, and sq can be suspect-specific (also re-
ferred as subject-specific or suspect-anchored) or they can be generic (also re-
ferred to as suspect-independent or subject-independent). This chapter stud-
ies the effect on resultant LRs when suspect-independent training scores sets
are used instead of suspect-dependent. This is useful since in cases where
enough biometric data sets cannot be collected from a suspect and the suspect-
independent approach is followed, it can give an estimation of the differece in
the resultant LRs. In section 4.2, we consider only a face recognition sys-
tem. The Pool Adjacent Violators method is used for LR computation. In
section 4.3, the work is extended to two other biometric modalities as well:
speaker and fingerprint recognition. Same protocol is used for collection of
training scores in each biometric modality. This enables us to study the effect
of different training biometric data sets and the robustness of these biometric
modalities to this difference in the training scores sets. A quantitative analysis
of how frequently the two LRs fall in a same range is carried out. The ranges
are based on the verbal equivalents represented by the LRs.
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4.2 Effect of calibration data on forensic likelihood
ratio from a face recognition system !

4.2.1 abstract

A biometric system used for forensic evaluation requires a conversion of the
score to a likelihood ratio. A likelihood ratio can be computed as the ratio
of the probability of a score given the prosecution hypothesis is true and the
probability of a score given the defense hypothesis is true. In this paper we
study two different approaches of a forensic likelihood ratio computation in the
context of forensic face recognition. These approaches differ in the databases
they use to obtain the score distribution under the prosecution and the defense
hypothesis and therefore consider slightly different interpretation of these hy-
potheses. The goal of this study is to quantify the effect of these approaches
on the resultant likelihood ratio in the context of evidence evaluation from a
face recognition system. A state-of-the art commercial face recognition sys-
tem is employed for facial images comparison and computation of scores. A
simple forensic case is simulated by randomly selecting a small subset from
the FRGC database. Images in this subset are used to estimate the score
distribution under the prosecution and the defense hypothesis and the effect
of different approaches of a likelihood ratio computation is demonstrated and
explained. It is observed that there is a significant variation in the resultant
likelihood ratios given the databases which are used to model the prosecution
and defense hypothesis are varied.

4.2.2 Introduction

A score obtained from a face recognition system quantifies the similarity be-
tween the pair of input images while taking into account their typicality. In
biometric applications such as access control to a building and e-passport gates
at some airports, we choose a threshold from the range of the score and con-
sequently any score above the threshold implies a positive decision and vice
versa [1]. However, in a criminal case, there are facial images from a crime
scene, e.g., facial recordings from a surveillance camera as well as images from
the suspect. The responsibility of a forensic scientist is to give a Likelihood

'The contents of this section are published in [15] “Effect of calibration data on forensic
likelihood ratio from a face recognition system”, In: IEEE Sixth International Conference
on Biometrics: Theory, Applications and Systems, BTAS 2013, Washington, DC, U.S.A..
pp- 1-8, IEEE explore digital library, ISBN 978-1-4799-0527-0
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Ratio (LR) instead of a decision to the court [85]. Then, it is the responsibil-
ity of the judge or the jury to make a decision which involves other sources
of information about the case at hand. The use of a LR to report the output
of a biometric comparison is gradually becoming a standard way of evidence
evaluation from score-based biometric systems. A LR is a more objective and
useful output in forensic evaluation than simply a score [52]. A general de-
scription of the LR framework for evidence evaluation from biometric systems
can be found in [52,63]. It is applied to several biometric modalities including
forensic voice [53], speaker [3,32,67] and fingerprint comparison [68]|. Prelimi-
nary results of evidence evaluation using this framework in the context of face
and handwriting recognition systems are presented in [10,23,24]. A LR is the
probability of the score given the prosecution hypothesis is true divided by the
probability of the score given the defense hypothesis is true:
P(s|Hp)

LR(s) Ps|Hy) (4.1)
where s, considered as the evidence, is the score obtained by comparison of
the image from the suspect with the image found at the crime scene. H, and
H,; are two mutually exclusive and exhaustive source-level hypotheses defined
as follows:

H,,: The pair of input images that produced score s originated from the same
source.
H;: The pair of input images that produced score s originated from different
sources.

The LR computes a conditional probability of observing a particular value of
the evidence s with respect to H, and Hy. It is a concept which provides
for evaluation and comparison of the two hypotheses concerning the likely
source of the trace image found at the crime scene. Once a forensic scientist
has computed the LR, it can be interpreted as a multiplicative factor which
updates the prior odds (before observing the evidence from a biometric system)
to the posterior odds (after observing the evidence from a biometric system)
using the Bayesian framework:

In this framework, the judge or the jury is responsible for quantification of the
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prior beliefs about H,, and Hy while the forensic scientist is responsible for the
quantitative evaluation of the evidence s in the form of a LR.

The hypotheses H), and H; can be specifically interpreted in a slightly different
way so that the same-source and different-sources condition is linked with the
specific suspect in a forensic case. These different interpretations correspond
to differences in the pairs of images used to obtain the score distribution under
H, and Hy. In forensic evaluation, these pairs of images are called calibration
data. The purpose of this paper is to quantify the evidential value from
facial images using the likelihood ratio framework and to quantify the effect
of different calibration data used to obtain the score distribution under the
prosecution and defense hypothesis [86]. The study is carried out in the specific
context of face recognition, however, the concepts and procedure described
apply to any biometric system which computes a score for an input pair of
samples.

The paper is organised as follows. In section 4.2.3 we briefly review the LR
computation process from biometric scores and discuss the employed score-to-
LR conversion method. Section 4.2.4 discusses the two different approaches
and the differences in the interpretation of the hypotheses it implies. Sec-
tion 4.2.5 reviews some existing work which studies the effects of different
calibration data on LRs in the context of forensic speaker and handwriting
recognition and presents the comparison procedures. Section 4.2.6 explains
experimental setup and the degradation process to obtain trace-like images.
Section 4.2.7 presents results by mapping score-axis to Log;; LR (LLR) using
the two different approaches of LR computation. Finally section 4.2.8 draws
conclusions and points toward future research directions.

4.2.3 Computation of a LR
4.2.3.1 Computation of calibration scores

Score-based biometric systems output two classes of scores. The first one is
the result of the comparison of two samples produced by the same source.
When comparing a set of samples produced by the same source, there is some
variation in the score values output by a biometric system. Each modality has
different nature of variations in the samples produced by the same source, for
example, in case of face recognition systems it is caused by lighting condition,
facial expressions and partial occlusion of the face, etc. A set of scores ob-
tained by comparing samples from the same source represent the within-source
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variability of the score and is referred to as the within-source scores. Similarly,
comparing a set of samples produced by different sources results in a set of
scores that represent the between-source variability of the score and is referred
to as the between-source scores (see Fig.4.1). Scores in the within-source and
in the between-source sets are collectively called calibration scores where the
pair of samples to obtain these calibration scores are referred to as calibration
data.

W pairs of Face Within-source
samples from — Recognition ——»  scores

same source System {s1,S2,.-,Sw}
Likelihood

ratio  ——» LR(s)
_ computation
B pairs of Face Between-source
samples from __ | Recognition ——» scores

different System {s1,S2,..,S8}
sources S
The pair of samples consistin Face
ftF;\ ! tp d th tl 'ng —»Recognition
of the suspect an e trace System

Fig. 4.1: Computation of a score-based LR

In order to compare a pair of input images and obtain a score, we use a state-
of-the-art commercial face recognition system [83]. This system computes a
score value in the range of 0 and 1.

4.2.3.2 Mapping score-axis to likelihood ratios using calibration
scores

Score-based LR computation can be considered as a mapping function from
score to LR. Given a set of calibration scores, there are several methods to
map the score-axis to Likelihood Ratios (LRs). These methods as described
in [51] can be classified as parametric or non-parametric. When the distri-
bution of the within-source and the between-source scores sets are similar to
a standard probability density function (pdf), the pdf of score under H,, and
H,; can be estimated by fitting standard pdfs with certain parameters using
maximum likelihood estimation to these sets of scores [68]. Another possible
parametric approach is to estimate the ratio of the pdf under H, and pdf
under H,; using logistic regression [78]. In nonparametric category, there are
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histogram binning, Kernel Density Estimation (KDE) and finding slope of Re-
ceiver Operating Characteristic Convex Hull (ROCCH) [61]. For the scores
obtained from the face recognition system in this study, we propose the use of
ROCCH procedure due to the variability in the distribution of scores obtained
and the mismatch of the distribution of scores to any standard family of pdf.
This approach is preferred because it can ensure that the resultant variation
in LRs are due to the differences in the within-source and between-source sets
and not due to the poor fitting of the densities to the calibration score sets.

Once ROCCH is computed for a given set of calibration scores, LR for a given
score is the slope of the corresponding segment of the ROCCH and can be
computed as follows:

(4.3)

where W and B are the number of the within-source and the between-source
scores respectively in the corresponding segment of the ROCCH on which
score s lies. The value ﬁggj; is computed from the size of the within-source
and the between-source sets. It is interesting to note that computing ROCCH
is equivalent to computing ROC of the posterior probabilities obtained by
Pool Adjacent Violators (PAV) algorithm [61]. This argument leads to an
alternative way of implementation; computing posterior probabilities using
PAV and then plugging it into Bayesian formula along with ]Izggzg to compute

LRs.

Once the ROCCH procedure is applied to compute LRs, there are a group of
scores for which the posterior probabilities are either 0 or 1. The log odds
of these posterior probabities results in minus infinities and plus infinities
respectively. To avoid this problem, a procedure similar to [17] is followed.
We replace a score in the between-source set by the maximum score in the
within-source set and a score in the within-source set by the minimum score
of the between-source set. These replaced scores can be considered to represent
scores which were not encountered in the calibration scores because there is
not enough calibration data, but which could have occurred.
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4.2.4 Suspect-anchored and suspect-independent calibration
data

Based on the quantity of the available data from the suspect, the within-source
and the between-source scores can be either anchored to the suspect or it can
be general within-source and between-source matches using all suspects from
the potential population database.

Suspect-anchored approach

To compute the within-source scores, a set of images from the suspect can
be compared with another set of images from the suspect. This is referred
to as suspect-anchored approach [14]. The two sets of images are referred to
as suspect-reference and suspect-control data sets. For better calibration, the
images in the suspect-control data set should be as close as possible to the
trace and the images in the suspect-reference data set should be as close as
possible to the potential population database. Cross comparison of all images
in the suspect-reference and suspect-control data set results in a set of scores
that can be used to model the distribution of scores under the prosecution hy-
pothesis. Similarly, for modelling the distribution of scores under the defense
hypothesis, images in the suspect-control data set are compared with images
in the suspect-reference data set of all the suspects in the potential popula-
tion [87]. The suspect-anchored approach implies considering the following
interpretations of the prosecution and defense hypotheses:

e [,: The score s arises from the distribution of scores obtained by pairing
suspect images in the suspect-control data set with the suspect images in
the suspect-reference data set.

e H,;: The score s arises from the distribution of scores obtained by pairing
suspect images in the suspect-control data set with the reference images in
the potential population database.

The difficulty in following the suspect-anchored approach is that in most cases
it might not be possible to obtain a large set of data from the suspect in
similar conditions to the trace. The lack of enough calibration data increases
the uncertainty in the resultant estimate of a LR.
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Suspect-independent approach

Certain specific solutions have appeared as how to increase the number of the
within-source and the between-source scores to estimate the distribution of
scores under the prosecution and defense hypothesis [14,77]. A general so-
lution to this problem is to compute the within-source scores by considering
pairs of images from multiple potential suspects in the potential population
database. Excluding images of the original suspect, images in the suspect-
control and suspect-reference database of all the other suspects are paired with
each other where each pair originate from the same source. This is referred to
as suspect-independent approach. Similarly to obtain the suspect-independent
between-source scores, reference images in the potential population are paired
with the suspect-control data set of each suspect where each pair originate
from different sources [3,14]. Using suspect-independent approach to LR com-
putation implies the following interpretations of the prosecution and defense
hypotheses:

e [H,: Score s arises from the distribution of scores obtained by pairing images
in the suspect-control and suspect-reference data set of all the suspects in
potential population where the paired images are obtained from the same
source.

e H;: Score s arises from the distribution of scores obtained by pairing images
in the suspect-control and suspect-reference data set of all the suspects in
potential population where the paired images are obtained from different
sources.

For the between-source scores, besides the suspect-anchored and suspect-
independent approaches, another commonly used approach is to compute
trace-anchored scores. In this approach, trace image is compared with all the
reference images of the potential population to compute the between-source
scores [4].

4.2.5 Comparing the resultant LRs

Since it is preferable to compute a suspect-anchored LR, there is some research
on how to compute a LR for a biometric comparison when there is a limited cal-
ibration data available from the suspect. Ramos [14] proposed a strategy which
is based on the adaptation of the suspect-independent within-source score dis-
tribution to the suspect-anchored scores via Maximum A Posteriori (MAP)
estimation. Similarly, in forensic handwriting recognition, Davis [77] gener-
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ated simulated writing samples from a small set of suspect samples to form a
database for computation of the suspect-anchored within-source scores. These
specific approaches do not generalize in most cases and usually a suspect-
independent approach is considered as a last resort to compute a reliable LR
for the evidence s [88]. In [88] suspect-independent approach is proposed as a
feasible alternative when a single sample is available from the suspect.

Given the common use of the suspect-independent approach as an alternative
to the suspect-anchored approach, it is important to study and analyse the
differences in the score-to-LR functions produced by these approaches. Quan-
tifying the variability between the suspect-anchored and suspect-independent
approach is still under investigation in most of biometric modalities including
face recognition. Ramos [14] studied the effect of using suspect-independent
within-source scores instead of suspect-anchored approach on the resultant
LRs in the context of speaker recognition. [77] describes the effect(s) of dif-
ferent calibrations data used to construct the denominator distribution in the
context of handwriting recognition.

We compute two functions from score to LLR using the suspect-anchored
and suspect-independent sets of calibration scores. The behavior of these two
score-to-LLR functions is studied in different regions of the score-axis which
correponds to different evidence values. For a more quantitative evaluation,
we generate 100 evidence values by uniformly sampling the score-axis and
compute the number of cases in which these two approaches agree and dis-
agree on a given range of LRs. A disagreement is reported when one approach
produces a LR that falls into a different range. These ranges correspond to
verbal equivalents which can be used in certain situations to report the foren-
sic evaluation of the evidence. These ranges along with their corresponding
verbal equivalents are shown in table 2 [85].

4.2.6 Experimental setup

To simulate a forensic case, we randomly select a small subset of five subjects
from the FRGC [89] database. Each subject has 36 frontal images taken
in different illumination condition. For each subject, half of the images are
used to create the suspect-control database while the remaining half are used
as a suspect-reference database. Images in the suspect-control database are
degraded by adding motion blur of 15 pixels with zero angle and downsampling
them by half of the original resolution. Face regions are manually cropped
where eye detection is performed automatically by the face recognition system
[83]. Figure 4.2 shows an example of the degradation applied to an image for
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creation of the suspect-control data set. The goal of the degradation process
is to make the images in the suspect-control data set similar to a trace image.

Fig. 4.2: An example of the degradation process applied to obtain suspect-control
data set.

Figure 4.3 illustrates computation of the within-source and the between-source
sets in each approach for a single image per subject assuming subject 1 is the
suspect.

Table 4.1 shows the number of unique comparisons (and hence the number of
scores) in each appraoch of the within-source and the between-source scores
sets computation given 5 subjects and 18 images per subject in the probe and
gallery set.

within-source scores

Suspect-anchored 18 X 18 = 324
Suspect-independent 4 X 324 = 1296
between-source scores

Suspect-anchored 18 X (18 X 4) = 1296
Suspect-independent 4 X 1296 = 5184

Table 4.1: Number of scores in the set of the within-source and the between-source
scores.

4.2.7 Experimental results

The score-axis is mapped to LLR using suspect-specific as well as suspect-
independent approach in order to compare their score-to-LLR mapping func-
tions. Figure 4.4 shows the frequency histograms of the scores in the within-
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source and the between-source sets, the ROCs of the calibration scores in
the suspect-anchored and suspect-independent approach and the score-to-LLR
functions obtained by the ROCCH procedure as described in section 4.2.3.2.
Note the greater variation in the within-source scores for the suspect-anchored
approach. Images of each subject are selected in such a way so that the vari-
ation in illumination and facial expressions are as close as possible across dif-
ferent subjects. Other conditions such as resolution and face pose is the same
across all the subjects. However, still we observe considerable variation in
the shape of the suspect-anchored frequency histograms of the within-source
scores. Variation in the histograms of the suspect-anchored within-source
scores are caused by either the slight difference in the illumination conditions
and facial expressions or due to the difference in identity. Illumination condi-
tions and facial expressions are very similar across different subjects, however,
they are not the same for all 36 images of each subject. Besides the slight differ-
ence in illumination condition and facial expression, identity itself has effect on
the suspect-anchored within-source scores distribution. A face recognition al-
gorithm may perform differently for different subjects when it is used to match
images of the same subject. Generally, it is expected that the suspect-anchored
approach produces scores and subsequent LRs which are more discriminative
as in the case of the first three subjects. However, this is not true in case of
subject 4 and 5 where the suspect-anchored within-source scores have more
standard deviation than the suspect-independent within-source scores.

There is a significant variation in the values of the LRs computed using the
suspect-anchored and suspect-independent approach. For example in the case
of subject 1, at the score location of 0.44, the suspect-anchored and the
suspect-independent LR is 1052 and 78 respectively. The horizontal lines in
the mapping functions are due to the proposed strategy to avoid infinite LLRs.
Values of LRs along this horizontal line are referred to as saturated LRs. These
LRs, as illustrated later, depend on the size of the set of calibration scores used
to map score-axis to LRs. In this region of LRs, the suspect-independent ap-
proach results in higher values of LRs than the suspect-anchored approach.
Given the fact that LRs in the higher ranges are more important and use-
ful in practice than in the lower and in the middle ranges, it can be argued
that, in practice, the anchoring plays a crucial role. Note that the suspect-
independent mapping functions across different subjects can be considered to
reflect the possible variation in likelihood ratios when a different suspect is
considered keeping the calibration data constant.

In most cases the exact numerical value of a likelihood ratio is of less im-
portance than the range in which it lies. These ranges can be taken into
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Fig. 4.4: The first two columns show the frequency histograms of the suspect-anchored
(SA) and suspect-independent (SI) within-source and between-source scores sets. The
third columns plots the ROCs from the corresponding sets of the within-source and
between-source scores. Last column shows the mapping function from score to LLR
using the ROCCH procedure. Row 1 through 5 repeat the same experiment consid-
ering each of the 5 subjects in the selected subset as the suspect.
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consideration when performing such a comparative study. The score-axis is
uniformly sampled to simulate 100 values of evidence s. These scores are con-
verted to LLRs using each of the LR computation approach. Table 4.2 shows
the number of cases in which the two approaches compute LLRs which fall
into the same range. As seen from table 4.2, in 296 cases out of 500, the two
LRs agree on same verbal equivalents resulting in 59.2% agreement rate. A
considerable difference results from the fact that for subject 4 and subject 5,
the saturated LRs are in different ranges.

Ranges Verbal equivalents Number of agreements
P1 P2 P3 P4 P5 Total

4 < LLR Very strong evidence to support H,, 0 0 0 0 0 0
3< LLR< 4 Strong evidence to support H), 54 54 54 0 0 162
2< LLR< 3 Moderately strong evidence to support H, 0 0 0 0 0 0
1< LLRL 2 Moderate evidence to support H), 9 8 10 8 9 44
0< LLR<L 1 Limited evidence to support H, 9 10 6 13 7 45
-1< LLR< 0 Limited evidence to support Hy 2 6 0 4 3 15
-2< LLR< -1 Moderate evidence to support Hy 0 2 0 5 0 7
-3< LLR< -2 Moderately strong evidence to support Hy 4 4 4 2 4 18
-4< LLR< -3 Strong evidence to support Hy 0 0 0 0 0 0
LLR < 4 Very strong evidence to support Hy 1 1 1 1 1 5
Total 79 8 75 33 24 296

Table 4.2: Number of times in which the LRs computed by the two approaches falls
into same ranges. For each subject considered as the suspect, there are 100 values of s
generated by uniformly sampling the score-axis. Out of a total of 500 LRs computed
by the two approaches, 296 times the LRs agree on one range of LLRs.
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Fig. 4.5: Score-axis is mapped to LLRs using the same sizes of the within-source and
the between-source sets in the suspect-anchored and suspect-independent approach.

Note that using a different face recognition system to compute scores and using
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a different method to map score-axis to LRs might lead to completely differ-
ent results. Similarly a different database of images might also influence the
variations between the suspect-anchored and suspect-independent approach of
LR computation.

The effect of the difference in the size of the calibration sets between the
suspect-anchored and suspect-independent approach can be investigated by
randomly sampling without replacement a number of scores equal to the size
of the suspect-anchored sets from the suspect-independent sets. Given the
size of the within-source and between-source sets in the suspect-anchored and
suspect-independent approach is the same, the variation in LRs is only caused
by the nature of the distributions of the scores. Figure 4.5 shows the map-
ping function obtained by the two approaches when the within-source and
the between-source sets are equally sized by random subsampling the suspect-
independent within-source and between-source sets so that the sizes of these
sets in the suspect-independent approach is equal to those in the suspect-
anchored approach. Note that reduction in the size of the calibration scores
reduces the range of LRs that can be computed. This can be seen by com-
paring the mapping functions of the suspect-independent approach in figure
4 and figure 5. Besides the saturated region of LRs, the difference in the size
of the calibration sets has less effect on the resultant mapping function from
score to LLRs.

4.2.8 Conclusions and future work

We discussed the effect of different calibration data on the resultant forensic
LR in the context of face recognition. The process of conversion of a score,
obtained from the comparison of the crime scene image with the suspect image,
to a forensic LR is described. It is observed that there is a significant variation
between the LRs obtained using suspect-anchored and suspect-independent
approach. The differences are more prominent in the higher ranges of LRs
and therefore more caution should be taken if one approach is used as an
altenative to the other. Future work will include quantifying the influence
of images from other databases, different face recognition systems and other
score-to-LR conversion methods. Furthermore, it is also of interest to study
and compare these results from other modalities such as speech.
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4.3 Biometric evidence evaluation: an empirical as-

sessment of the effect of different training data
2

4.3.1 Abstract

For an automatic comparison of a pair of biometric specimens, a similarity
metric called score is computed by the employed biometric recognition system.
In forensic evaluation, it is desirable to convert this score into a likelihood ratio.
This process is referred to as calibration. A likelihood ratio is the probability
of the score given the prosecution hypothesis (which states that the pair of
biometric specimens are obtained from the same source) is true divided by the
probability of the score given the defense hypothesis (which states that the pair
of biometric specimens are obtained from different sources) is true. In practice,
a set of scores (called training scores) obtained from the same-source and
different-sources comparisons is needed to compute a likelihood ratio value for
a score. In likelihood ratio computation, the same-source and different-sources
conditions can be anchored to a specific suspect in a forensic case or it can
be generic same-source and different-sources comparisons independent of the
suspect involved in the case. This results in two likelihood ratio values which
differ in the nature of training scores they use and therefore consider slightly
different interpretations of the two hypotheses. The goal of this study is to
quantify the differences in these two likelihood ratio values in the context of
evidence evaluation from a face, a fingerprint and a speaker recognition system.
For each biometric modality, a simple forensic case is simulated by randomly
selecting a small subset of biometric specimens from a large database. In order
to be able to carry out a comparison across the three biometric modalities,
the same protocol is followed for training scores set generation. It is observed
that there is a significant variation in the two likelihood ratio values.

4.3.2 Introduction

For a given pair of biometric specimens, a score computed by a biometric
recognition system quantifies the similarity between the input pair of biometric
specimens while taking into account their typicality. In biometric applications

2The contents of this section are based on “Biometric evidence evaluation: an empirical
assessment of the effect of different training data”, IET Biometrics (under review).
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such as access control to a building and e-passport gates at some airports,
the developer of the system choose a threshold from the range of the score
and consequently any score above the threshold implies a positive decision
and vice versa [1,90]. However, in a criminal case, it is desirable to report
a Likelihood Ratio (LR) instead of a score or a decision based on a selected
threshold [85]. This distinction between biometric and forensic applications
is addressed in detail recently by Meuwly [90]. Once a forensic scientist has
computed the LR, it is the responsibility of the judge or the jury to make a
decision which involves other sources of information about the case at hand
such as other types of evidences. Use of a LR value to report the output
of a biometric comparison is gradually becoming a standard way of evidence
evaluation from score-based biometric systems. A LR is a more informative,
balanced and useful output in forensic evaluation than simply a score [52]. A
general description of the LR concept for evidence evaluation from biometric
systems can be found in [52,63]. It is applied to several biometric modalities
including forensic voice [53], speech [3,7,67] and fingerprint comparison [68].
Preliminary results of evidence evaluation using a LR value in the context of
face and handwriting recognition systems are presented in [10,23,54]. A LR
is the probability of the score given the prosecution hypothesis is true divided
by the probability of the score given the defense hypothesis is true:

LR(s) = L6 D (4.4)

P(s|Hq,I)

where s, considered as the evidence, is the score obtained by comparison of
the biometric specimen from the suspect with that found at the crime scene.
I refers to background information which may or may not be domain specific.
H, and H,; are two mutually exclusive and exhaustive source-level hypotheses
defined as follows:

Hp: The pair of biometric specimens are originated from a same source.
H;: The pair of biometric specimens are originated from different sources.

Once a forensic scientist has computed the LR value, one way to interpret it is
as a multiplicative factor which updates the prior odds (before observing the
evidence from a biometric system) to the posterior odds (after observing the
evidence from a biometric system) using the Bayesian probabilistic framework:

P(Hy|s, 1) _ P(s|Hy. 1) P(H,|I) (4.5)
P(Hyls, 1) _ P(s|Hg 1)~ P(HyI)’ '

In this framework, the judge or the jury is responsible for quantification of the
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prior beliefs about H,, and Hy while the forensic scientist is responsible for the
scientific analysis of the pair of biometric specimens and quantification of its
evidential value in the form of a LR.

The hypotheses H, and H, can be specifically interpreted in a slightly dif-
ferent way so that the same-source and different-sources conditions are linked
with the specific suspect in a forensic case. These different interpretations
correspond to difference in the pairs of biometric specimens used to obtain the
distribution of scores under H, and H,. In forensic evaluation, these pairs of
biometric specimens are called training data (or calibration data). The pur-
pose of this paper is to quantify the evidential value from a face, a fingerprint
and a speaker recognition system using the likelihood ratio concept and to
study the effect of different training data on resultant likelihood ratio values
using a simple simulated forensic LR evaluation scenario. The study is carried
out for a single biometric recognition system from each of the three biomet-
ric modalities; however, the concepts and proecedure described to obtain the
training data and compute LR values apply to any biometric system which
computes a score for an input pair of biometric specimens.

The paper is organised as follows. In section 4.3.3 we briefly review the pro-
cedure of LR computation from scores and discuss the employed score-to-LR
computation method. Section 4.3.4 discusses the two different approaches for
selection of the training data and the differences in the interpretation of the
hypotheses they imply. Section 4.3.5 reviews existing work which studies the
effects of different training data on LR values and presents the comparison
procedures followed in this paper. Section 4.3.6 explains experimental setup
by introducing the three biometric recognition systems, databases of biometric
specimens and the way the training scores sets are constructed. Section 4.3.7
presents results by mapping score values to Log;; LR (LLR) values using the
two different sets of the training scores. Finally section 4.3.8 draws conclusions
and points toward future research directions.

4.3.3 Computation of a LR from a score
4.3.3.1 Computation of training scores

Score-based biometric systems output two classes of scores. The first one
is the result of the comparison of two biometric specimens produced by the
same source. When comparing a set of biometric specimens produced by the
same source, there is some variation in the score values output by a biometric
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system. Each biometric modality has different nature of variations in the
biometric specimens produced by the same source, for example, in case of face
recognition systems it is caused by lighting condition, facial expressions, partial
occlusion of the face, etc. A set of scores obtained by comparing biometric
specimens from the same source represent the within-source variability of the
score and is referred to as the within-source scores. Similarly, comparing a set
of biometric specimens produced by different sources results in a set of scores
that represent the between-source variability of the score and is referred to as
the between-source scores 3 (see Fig.4.6). Scores in the within-source and in
the between-source sets are collectively called training scores where the pair of
biometric specimens to obtain these training scores are referred to as training
data.

nP pairs of
biometric . ) Scores set
specimens ——p Biometric —— givenH,
from same System Sp = {s1,52,..,Sn"
source
Likelihood
Training data ratio — LR (s)
nd pairs of computation
biometric : . Scores set
specimens ——®» Blsometrlc ——  given Hy
h ystem
from different Sy ={s1,S2,..,Sn%}

sources

S

The pair of biometric
specimens consisting of the ———»
suspect and the trace

Biometric
System

Case data

Fig. 4.6: Computation of a score-based LR for a given pair of biometric specimens con-
sisting of the trace biometric specimen and the suspect biometric specimen. The same
biometric system must be used to compute the within-source scores, the between-
source scores and the evidence score s.

4.3.3.2 Mapping a score to a LR using training scores

Score-based LR computation can be considered as a mapping function from
score to LR. Given a set of training scores, there are several methods to map
the score-axis to LLR-axis. LR values in logarithmic scale are preferred for
plotting purposes as well as it has intuitive apeal for forensic practitioners. As
an example, a LLR value of 1 can be interpreted as “It is 10 times more likely
that the two biometric specimens are originated from a same source than if
they were originated from different sources”. Similarly, a LLR value of -1 can

3Researchers in different biometric modalities use different terminologies for the within-
source and between-source scores such as ‘genuine and impostor scores’ and ‘same-source
and different-sources scores’.
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be interpreted as “It is 10 times more likely that the two biometric specimens
are originated from different sources than if they were originated from a same
source”. Several methods of conversion of biometric scores to LR values are
described in [3,51] and can be classified as parametric or non-parametric.
When the distribution of the scores in the within-source and in the between-
source sets are similar to a standard probability density function (PDF), the
PDF of the scores under H, and Hy can be estimated by fitting standard PDFs
with certain parameters using maximum likelihood estimation to these sets of
scores [68]. Another possible parametric approach is to estimate the ratio of
the PDF under H, and the PDF under H, using logistic regression [78]. In non-
parametric category, there are histogram binning, Kernel Density Estimation
(KDE) and finding slope of the Receiver Operating Characteristic Convex
Hull (ROCCH) [51,61]. Logistic regression and ROCCH approaches have a
desirable property: both of them produce a monotonically increasing function
from score to LR values. For the purpose of this study, we propose the use of
ROCCH procedure because it can ensure to a greater extent that the resultant
variation in LR values are due to the difference in the training scores set and
not due to the poor fitting of the PDF's or the logistic regression model to the
training score sets.

Readers are referred to [61] for the algorithm to construct the ROCCH from
a given set of training scores. Once the ROCCH is constructed, LR value for
a given score s is the slope of the corresponding segment of the ROCCH on
which score s lies and can be computed as follows:

LR(s) = 22 x (4.6)

where ws and bs are the number of the within-source and the between-source
scores respectively in the corresponding segment of the ROCCH on which
score s lies. The value W and B are number of scores in the complete sets of
the within-source and the between-source in the training scores set. It is in-
teresting to note that computing ROCCH is equivalent to computing Receiver
Operating Characteristic (ROC) curve of the posterior probabilities obtained
by Pool Adjacent Violators (PAV) algorithm [61]. This argument leads to
an alternative way of implementation; computing posterior probabilities us-
ing PAV and then plugging it into the Bayesian formula along with W and
B to compute LR values. PAV algorithm (or equivalently, the ROCCH ap-
proach) is extensively used in forensic speech recognition for computation of
LR values [17].
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Once the ROCCH procedure is applied to compute LR values, there is a group
of scores for which the LR value is either zero or infinity. The logarithm of
these LR values results in minus infinities and plus infinities respectively. To
avoid this problem, a procedure similar to [17] is followed. We insert a score
in the between-source set which is equal to the maximum score in the within-
source set and a score in the within-source which is equal to the minimum
score of the between-source set. These replaced scores can be considered to
represent scores which were not encountered in the training scores set because
there is not enough training data, but which could have occurred.

4.3.4 Choice of the training data

Based on the available number of biometric specimens from the suspect, the
within-source and the between-source conditions can either be anchored to
the suspect or it can be general within-source and between-source comparisons
using all persons from the potential population defined in a given forensic case.

4.3.4.1 Suspect-specific training data

To compute the suspect-specific within-source scores, a set of biometric spec-
imens from the suspect can be compared with another set of biometric spec-
imens from the suspect [3]. The two sets of biometric specimens are referred
to as reference and test data sets. For better calibration, the biometric spec-
imens in the test data set should be as close as possible to the trace and the
biometric specimens in the reference data set should be as close as possible
to the database of biometric specimens from the potential population. Cross-
comparison of all the biometric specimens in the reference and the test data
set results in a set of scores that can be used to model the distribution of
scores under the prosecution hypothesis. Similarly, for modelling the distri-
bution of scores under the defense hypothesis, biometric specimens in the test
data set are compared with the reference biometric specimens of the potential
population database [87]. The suspect-specific approach implies considering
the following interpretations of the prosecution and defense hypotheses:

e [,: The pair of biometric specimens is originated from the suspect.

e H;: The pair of biometric specimens is not originated from the suspect (or
alternatively, the pair of biometric specimens is originated from someone
else in the potential population).
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The difficulty in following the suspect-specific approach is that in most cases
it may not be possible to obtain a set of biometric specimens from the suspect.
Availability of fewer specimens from the suspect leads to fewer scores in the
training scores set, particularly the within-source scores set.

4.3.4.2 Suspect-independent (generic) training data

Certain specific solutions have been proposed as how to increase the number of
the within-source scores when following the suspect-specific approach [14,77].
A general solution is to construct the within-source scores set by combining the
suspect-specific within-source scores sets of multiple persons from the potential
population database. Similarly, to obtain the suspect-independent between-
source scores, suspect-specific between-source scores sets of multiple persons
are combined. Using the suspect-independent approach to LR computation
implies the following interpretations of the prosecution and defense hypotheses:

e H,: The pair of biometric specimens is obtained from a same source.
e H,;: The pair of biometric specimens is obtained from different sources.

For computation of the between-source scores, besides the suspect-specific and
suspect-independent approaches, another commonly used approach is to com-
pute trace-anchored scores. In this approach, the trace biometric specimen is
compared with all the reference biometric specimens of the potential popula-
tion to compute the between-source scores [4].

4.3.5 Comparing the resultant LR values
4.3.5.1 Motivation

It is preferred to compute a suspect-specific LR because it takes into account
more relevant information about the case at hand. Therefore, there is some
research on how to compute a suspect-specific LR for a biometric comparison
when there is limited training data available from the suspect. Ramos [14] pro-
posed a strategy which is based on the adaptation of the suspect-independent
within-source scores distribution to the suspect-specific scores via Maximum
A Posteriori (MAP) estimation. Similarly, in forensic handwriting recognition,
Davis [77] generated a large set of simulated writing specimens from a small
set of suspect specimens to form a data set for computation of the suspect-
specific within-source scores. These specific approaches do not generalize in
most cases and usually a suspect-independent approach is considered as a last



4.3 Biometric evidence evaluation: an empirical assessment of the effect of
different training data 83

resort to compute a reliable LR for the given pair of biometric specimens [88].
In [88], suspect-independent approach is proposed as a feasible alternative
when a single specimen is available from the suspect. Given the common use
of the suspect-independent approach as an alternative to the suspect-specific
approach to compute a LR value, it is important to study and analyse the
differences in the LR values produced by these two approaches.

4.3.5.2 Existing work

Quantifying the difference between the LR values using the suspect-specific
and suspect-independent training data is still under investigation in most bio-
metric modalities. In [77], authors describe the effect(s) of different training
data used to construct the between-source scores set in the context of hand-
writing recognition. For fingermark evidence, Alberink et al. [13] recently
discussed different theoritical possiblities of conditioning such as condition-
ing on specified fingers, fingerprints and fingermarks in order to compute the
training scores set. They also studied the asymmetric conditioning in LR
computation which is, however, subject to further debate. Similarly, Ramos
et al. [14] studied the effect of using suspect-independent within-source scores
instead of suspect-specific on the resultant LR values in the context of forensic
speaker recognition.

4.3.5.3 Comparison approach

A common approach to compare systems producing forensic LR values is to
compute a set of test LR values for a set of pairs of biometric specimens whose
origin is known. Then the criterion is that a better system should result in a
larger value of LR for a same-source pair of biometric specimens and a smaller
value of LR for a different-sources pair of biometric specimens. Two common
tools that compare systems (more precisely, sets of test LR values produced
by systems) based on this criterion are Tippett plot [18] and Cost of Log LR
(Cyy) [17]. Such a comparison approach is very useful in practice, however,
the focus of this work is to study how close the two LR values are instead
which LR value is preferred. Therefore, in this work, instead of following
the traditional approach to compare forensic LR computation systems, we
propose to study the whole mapping function from score to LLR values and
for a given random score, observe how much the LR values differ in magnitude.
We compute the functions from score to LLR using the suspect-specific and
suspect-independent sets of training scores and sample them uniformly for a



Chapter 4. Suspect-specific and generic training scores for computation of
84 LRs

quantitative analysis of the differences in the two LR values. The behavior of
the two score-to-LLR functions is studied in different regions of LLR values.
Furthermore, using random subsampling, the effect of the different sizes of the
training scores set used in each approach is also investigated.

4.3.6 Experimental setup

Figure 4.7 illustrates computation of the within-source and the between-source
scores in the suspect-specific and suspect-independent approach for a single
specimen per person case assuming person 1 is the suspect.
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Fig. 4.7: The within-source and the between-source scores sets assuming the first
person as the suspect and 1 biometric specimen per person. a) Computation of the
within-source scores sets b) Computation of the between-source scores sets.

To simulate a forensic case, we randomly select five persons from a large
database of biometric specimens in each of the biometric modality. For this
purpose, Face Recognition Grand Challenge (FRGC) [89] database is used
for face data, Dutch National Police Services Agency (KLPD) database is
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used for fingerprint data and National Institute of Standards and Technol-
ogy (NIST) 2010 Speaker Recognition Evaluation (SRE) extended database is
used for speech data [82]. The important condition for setting up a rational
experimental protocol for such a comparative study across the three differ-
ent biometric modalities is to use equal number of scores per person in the
within-source and between-source sets.

For face data, a set of 36 biometric specimens are chosen randomly for each
of the 5 persons in the selected subset. Then half of the biometric specimens
are used to generate the test data set while the remaining half are used as
a reference data set. Cross-comparison of the 18 biometric specimens in the
test data set and reference data set results in 324 scores in the suspect-specific
within-source scores set. For face data, images used as test data set are de-
graded by adding motion blur of 15 pixels with zero angle and downsampling
them by half of the original resolution. The goal of the degradation process
is to make the images in the test data set similar to a trace image because
the original face images in FRGC database are of very high resolution (231
X 251). The comparison is performed using a commercial face recognition
system developed by Cognitec [83].

For fingerprint data, there is only one fingermark available which is used as the
test data set. However, the number of reference fingerprints, obtained from
the KLPD database, are very large. In order to have equal number of scores
in the training scores set for each biometric modality, the size of the suspect-
reference data set is increased to 324. Comparison of the one fingermark in
the test data set with the 324 fingerprints in the reference data set results
in 324 scores in the suspect-specific within-source scores. Motorola Biometric
Identification System (BIS) software (version 9.1) is used for comparison of
the fingermark to the reference fingerprints.

For speech data, similar to the face data, 18 specimens are used as the test
data set and 18 specimens are used as the reference data set. The recognition
algorithm is based on Probabilistic Linear Discriminant Analysis (PLDA) ap-
proach [62] which models the distribution of i-vectors as a multivariate Gaus-
sian. The system is described in [62, section 2.5] in detail.

Table 4.3 shows the number of unique comparisons (and hence the number of
scores) in each approach of the within-source and the between-source scores
sets computation given there are 5 persons in the selected subset.

Beside studying the overall score-to-LLR functions for comparison, for a more
quantitative analysis of the differences in LR values, we define score-axis as
starting from the minimum value of the score in the suspect-independent
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within-source scores

Suspect-specific 324
Suspect-independent 4 X 324 = 1296
between-source scores

Suspect-specific 4 X 324 = 1296
Suspect-independent 4 X 1296 = 5184

Table 4.3: Number of scores in the set of the within-source and the between-source
scores.

between-source scores set and ending at the maximum value of the scores
in the suspect-independent within-source scores set. Then we generate 100
evidence scores by uniformly sampling the score-axis and compute the num-
ber of cases in which the two LR values agree and disagree on a given range
of LR. A disagreement is reported when one approach produces a LR that
falls into a different range. These ranges correspond to different verbal equiv-
alents of the numerical LR values which can be used in certain situations to
report the forensic evaluation of the evidence. These ranges along with their
corresponding verbal equivalnets are shown in the left two columns of table
4.4 [85].

4.3.7 Results

The score-to-LLR functions are computed using the suspect-specific as well as
the suspect-independent training scores set in order to compare the general
behavior of these functions. Figures 4.8-4.10 show the frequency histograms
of the scores in the within-source and in the between-source sets, the ROC
curves of the training scores in the suspect-specific and suspect-independent
approach and the score-to-LLR functions computed by the ROCCH procedure
as described in section 4.3.3.2.

Note the large variations in the histograms of the within-source scores for the
suspect-specific approach. Within-source biometric specimens of each per-
son are selected in such a way so that the variations are as close as possible
across the five persons. However, still we observe considerable variation in the
suspect-specific frequency histograms of scores. These variations are caused by
either the slight variation in the specimen acquisition process or due to the fact
that some people are easy to be recognised or differentiated from others [86].
As can be observed from the histograms of scores, besides the slight differ-
ence in the within-source specimens from person to person, identity itself has
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Fig. 4.9: Frequency histograms of scores, ROC curves and score-to-LLR functions for
the five persons in the selected subset of KLPD fingerprints database.
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a considerable effect on the suspect-specific within-source scores distribution.
A biometric recognition system may perform differently for different persons
when it is used to match a set of pairs of within-source and between-sources
specimens.

The area under the ROC (AUROC) curve is used as a summary metric to
assess the discrimination power of a set of within-source and between-sources
scores. The motivation behind plotting ROC curves in this context is to
demonstrate that there is no general conclusion about the discrimination power
when comparing the suspect-specific and suspect-independent training scores.

There is a significant difference in the LR values computed using the suspect-
specific and suspect-independent approach. For example, for person 1 in face
recognition case, at the score location of 0.44, the suspect-specific and the
suspect-independent LR values are 1052 and 78 respectively. The uppermost
and the lowermost horizontal lines in the mapping functions are due to the
proposed strategy to avoid infinite LLR values. We will refer to LR values
along these horizontal lines as “saturated LR values”. The magnitude of these
LR values is directly proportional to the size of the training scores set and
therefore, the suspect-independent approach results in saturated LR values of
larger magnitude than the suspect-specific approach. In general, for all of the
three biometric systems, it can be stated that there are significant differences
in the suspect-specific and suspect-independent LR values. Therefore, it can
be argued that anchoring plays a crucial role in computation of a LR for a
given pair of biometric specimens.

In most cases, the exact numerical value of a likelihood ratio is of less impor-
tance than the range in which it lies. This fact should be taken into considera-
tion when performing such a comparative study. To this end, the score-axis is
uniformly sampled to simulate 100 values of evidence score s. These scores are
converted to LLR values using both suspect-specific and suspect-independent
training data. For 5 persons, this implies computation of 500 LLR values us-
ing suspect-specific as well as suspect-independent approach in each biometric
modality. Table 4.4 shows the number of cases in which the two approaches
compute LLR values which fall into a same range. As seen from table 4.4, in
296 cases out of 500 for face recognition, in 241 cases out of 500 for fingerprint
recognition and in 294 cases out of 500 for speaker recognition system, the two
LR values agree on a same verbal equivalents resulting in 59.2%, 48.2% and
58.8% agreement rates for face, fingerprint and speaker recognition systems
respectively.

Note that using a different method to map from score values to LR values may
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Ranges Verbal equivalents Number of agreements
P1 P2 P3 P4 P5 Total
Face 0 0 0 0 0 0
4 < LLR Very strong evidence to support Hj, Fingerprint 0 0 0 0 0 0
Speech 0 0 0 0 0 0

Face 54 54 54 0 0 162
3< LLR< 4 Strong evidence to support H, Fingerprint 40 0 0 44 84
Speech 0 3 0 38 38 112

o

Face 0 0 0 0 0 0
2< LLR< 3 Moderately strong evidence to support H, Fingerprint 0
Speech 2 0 2 0 0 4

o
o
o
o
o

Face 9 8§ 10 8 9 44
1< LLR< 2 Moderate evidence to support H, Fingerprint 5 0 8 5 4 22
Speech 1 0 2 0 4 7

Face 9 10 6 13 7 45
0< LLR< 1 Limited evidence to support H), Fingerprint 8 0 5 6 8 27
Speech 4 4 1 2 3 14

Face 2 6 0o 4 3 15
-1< LLR< O Limited evidence to support Hy Fingerprint 5 0 7 4 7 23
Speech 7 4 3 2 3 19

Face 0 2 0 5 0 7
-2< LLR< -1 Moderate evidence to support Hy Fingerprint 21 0 23 0 23 67
Speech 0 0 0 0 0 0

Face 4 4 4 2 4 18
-3< LLR< -2 Moderately strong evidence to support H; Fingerprint 5 5 0 0 3 13
Speech 37 28 0 31 37 133

Face 0 0 0 0 O 0
-4< LLR< -3 Strong evidence to support Hy Fingerprint 0 0 0 0 0
Speech 0 0 0 0 0 0

[en)

Face 1 1 1 1 1 5
LLR < -4 Very strong evidence to support Hy Fingerprint 1 1 1 1 1
Speech 1 1 1 1 1 5

ot

Face 79 8 75 33 24 296
Total number of agreements Fingerprint 45 46 44 16 90 241
Speech 52 73 9 74 86 294

Table 4.4: Number of times in which the LR values computed by the two approaches
fall into a same range considering all of the five persons (P1, P2, P3, P4 and P5) in
the selected subset. For each person considered as a suspect, there are 100 values of
s generated by uniformly sampling the score-axis. Out of a total of 500 LR values
computed by the two approaches, 296, 241 and 294 times the two LR values agree on
one range for face, fingerprint and speaker recognition systems respectively.
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lead to completely different results. Similarly, a different database of biometric
specimens and a different biometric recognition system to compute scores can
also slightly influence the difference between the suspect-specific and suspect-
independent approach of LR computation. Authors are currently investigating
the effect on the results when other methods of score-to-LR conversion such
as KDE and logistic regression are used.

Effect of the size of training scores set

An obvious difference between the two approaches is the use of different sizes
of the training scores sets. One way to study the effect of the difference in the
sizes of the training sets between the suspect-specific and suspect-independent
approach is to randomly sample a number of scores equal to the size of the
suspect-specific sets from the suspect-independent sets. Given the size of the
within-source and between-source sets in the two approach is the same, the
variation in the LR values is only caused by the nature of the distributions of
the scores. Figure 4.11 shows the mapping functions computed by the two ap-
proaches when the within-source and the between-source sets are equally sized
by random subsampling the suspect-independent within-source and between-
source sets so that the sizes of these sets in the suspect-independent approach
is equal to those in the suspect-specific approach. Note that reduction in the
size of the training scores reduces the range of LR values that can be com-
puted. Besides the saturated region of LR values, the difference in the size of
the training sets has very small effect on the resultant mapping function from
score to LLR values.

4.3.8 Conclusions and future work

We discussed the effect of the different training data on the resultant LR
values in the context of face, fingerprint and speaker recognition systems. The
process of conversion of a score, computed from the comparison of the crime
scene biometric specimen with the suspect biometric specimen, to a forensic
LR is described. It is observed that there is a significant variation between the
LR values computed using the suspect-specific and the suspect-independent
approach. The differences are more prominent in the higher ranges of LR
values and therefore more caution should be taken if one approach is used as
an altenative to the other. Future work will include quantifying the influence
of biometric specimens from other databases, different biometric recognition
systems and other score-to-LR computation methods.
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Chapter

Towards automated forensic face
recognition and the LR framework

5.1 Introduction

In chapter 2 we explored the current practice of forensic facial comparison.
Based on that, in this chapter we take a step towards automation of the
process of forensic facial comparison performed by forensic examiners. The
concept of LRs is also used for calibration of existing biometric face recognition
systems. In section 5.2, inspired by the current practice of forensic facial
comparison, we carry out a study to compare the recognition performance of
two automatic face recognition algorithms when they are applied to perform
the recognition task based on different facial features (such as eyes, nose,
mouth, etc) separately. Studying the discriminating performance of facial
features (also referred to as “facial regions” in this chapter) is important for
future automated forensic face recognition systems. For example, it can be
used to weight similarity scores computed for different facial features. Also
a face recognition system based on the result of several independent facial
features recognitions is more robust in cases when a small part of the face is
available which is usually the case in forensic scenarios.

This chapter also presents a detailed study of the computation of LRs from
face recognition systems. This is important since, in forensic evaluation, there
is a growing interest to compute LRs for a comparison of a pair of biometric
specimens instead of a score. To this end, in section 5.3, two state-of-the-art
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face recognition systems are considered. Using kernel density estimation, LRs
are computed and evaluation is performed using Tippett plot. Section 5.4
provide a more detailed study by considering 10 baseline face recognition al-
gorithms and 3 different LR computation methods. The goal is to understand
how well a system performs when instead of the scores, LRs are considered in
assessment. It is also investigated that whether the choice of a LR computa-
tion method makes a significant effect on the performance of the overall LR
computation system or not.

5.2 A study of identification performance of facial
regions from CCTYV images !

5.2.1 Abstract

This paper focuses on automatic face identification for forensic applications.
Forensic examiners compare different parts of the face image obtained from a
closed-circuit television (CCTV) image with a database of mug shots or good
quality image(s) taken from the suspect. In this work we study and compare
the discriminative capabilities of different facial regions (also referred to as
facial features) such as eye, eyebrow, mouth, etc. It is useful because it can
statistically support the current practice of forensic facial comparison. It is also
of interest to biometrics as a more robust general-purpose face recognition sys-
tem can be built by fusing the similarity scores obtained from the comparison
of different individual parts of the face. For experiments with automatic sys-
tems, we simulate a very challenging recognition scenario by using a database
of 130 subjects each having only one gallery image. Gallery images are frontal
mug shots while probe set consist of low quality CCTV camera images. Face
images in gallery and probe sets are first segmented using eye locations and
recognition experiments are performed for the different face regions consid-
ered. We also study and evaluate an improved recognition approach based
on AdaBoost algorithm with Linear Discriminant Analysis (LDA) as a week
learner and compare its performance with the baseline Eigenface method for
automatic facial feature recognition.

'The contents of this section are published in [25] “A study of identification performance
of facial regions from CCTV images”, In: 5th International Workshop on Computational
Forensics (IWCF), 2012, Tsukuba, Japan.
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5.2.2 Introduction

The difficulty of automatic face recognition mainly depends on the type of
facial images we want to compare. A lot of research has been carried out to
perform automatic face recognition and as a result several systems are avail-
able [47,83,91-94]. Problems such as different facial expressions, illumination
conditions and poses have been studied and to certain extent some solutions
have been proposed [27,92,95]. A relatively less investigated problem is the
automatic face recognition from low quality images taken using CCTV camera.
To date, there is no automatic system available which can reliably compare
CCTYV images with high quality images in mug shot database or image(s)
taken from the suspect. This task is manually performed by forensic examin-
ers where instead of following a holistic approach they use a “feature-based”
approach. Each part such as nose, eyes, mouth, etc. is compared separately
and a conclusion is reached by observing similarities and differences. Finally
conclusions based on the different facial features along with the relative im-
portance of each is used to state an opinion in the form of a ratio of how likely
is that the two images being compared are obtained from the same person to
how likely is that the two images being compared are obtained from different
persons [23,27].

The task of facial feature comparison is very challenging when one or both
images under consideration are taken using CCTV camera because of the low
quality. An automatic system comparing individual facial features is highly
desirable as it will not only make the manual comparison of forensic examiners
faster but will also help standardize this process. It is not possible with current
state-of-the art recognition technologies to replace the manual comparison
process in forensic face recognition; however, an automatic system can reduce,
to a great extent, the manual effort. This can be, for instance, displaying top
10 candidate matches from a database of thousands of images based on a facial
feature extracted from a criminal face image taken at a crime scene from a
CCTYV camera. Individual facial feature recognition is also important in cases
such as having partial occlusion of the face and when only one facial feature is
visible. In such cases even state-of-the art commercial face recognition systems
such as [83] fail to work. Studies like the one presented in this paper are also
necessary to scientifically support and help to establish procedures to assign
relative weights to the opinions that can be inferred from different parts of the
face.

In this paper we study the recognition performance of different facial features
using two automatic recognition systems. The first system is the baseline
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Eigenface approach [47] while the second system is based on AdaBoost algo-
rithm where we use LDA as a weak learner. The remaining of this paper is
organized as follows: section 5.2.3 reviews the protocol followed by forensic
examiners to carry out the facial comparison which is the main motivation
for this work. Section 5.2.4 describes the database, evaluation protocol and
the segmentation of face images. Section 5.2.5 briefly describes the improved
boosting-based LDA approach. Experimental results based on the Eigenface
method and the boosting approach are presented in section 5.2.6. Finally, in
section 5.2.7 we draw conclusions and mention future research directions.

5.2.3 Forensic examiners’ facial comparison

In this section we briefly review the forensic experts’ way of facial comparison
which is the main motivation behind our work. The discussion is based on
the guidelines set forward by the workgroup on face comparison at Nether-
lands Forensic Institute (NFI) [19,20] which is a member of the European
Network of Forensic Science Institutes [96]. The facial comparison is based
on morphological-anthropological facial features. In most cases the pictures
are obtained or processed to be in the same posture. The comparison mainly
focuses on:

e Shape of mouth, eyes, nose, ears, eyebrows, etc.

e Relative distance among different relevant facial features
e Contour of cheek- and chin-lines

e Lines, moles, wrinkles, scars, etc. in the face

When comparing faces manually, it should be noted that differences can be
invisible due to underexposure, overexposure, resolution too low, out-of-focus
and distortions in imaging process, specifically when considering information
from surveillance camera. Furthermore, similar facial features can result in
different depictions due to the camera position regarding the head, insufficient
resolution, difference in focusing of two images, and distortion in imaging
process.

Due to the aforementioned effects, which usually make the comparison process
difficult, the anthropological facial features are visually compared and classi-
fied as: similar in details, similar, no observation, different, different in details.
Apparent similarities and differences are further evaluated by classifying fa-
cial features as: weakly discriminative, moderately discriminative, and strongly
discriminative. A conclusion based on this comparison process is a form of
support for either the prosecutions or defense hypothesis and can be stated
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as no support, limited support, moderate support, strong support, and very
strong support. The process is subjective to great extent and the conclusion
of one expert can be different than other. The final result is based on the
combination of the comparison results of different individual features. This is
in contrast to automatic biometric face recognition systems where the whole
face image is usually considered as a single entity [47,92].

5.2.4 Database description and face segmentation

We use SCFace database [84] in our experiments which consists of 130 sub-
jects each having one frontal mug shot image and 5 surveillance camera im-
ages. This database presents novel and challenging tests for automatic face
recognition systems due to the very low quality images taken by surveillance
cameras. A few examples of mug shot and surveillance camera images used in
our experiments are shown in figure 5.1. There are five different surveillance
cameras used each with three different distances from the subjects. For sim-
plicity in our experiments we consider only one surveillance camera with the
closest distance to the subjects.

All of the frontal mug shot and surveillance camera images are segmented
using the ground truth locations of the eyes. Segmentation of the face image
into different parts is based on standard facial proportions [26]. An example
of the set of segments into which a face image is divided is shown in figure
5.2. As shown in figure 5.2, pixels outside the region of interest are masked
by setting them to zero. Given a probe patch of a facial feature extracted
from a surveillance camera image, it is matched with each of the 130 patches
extracted from the frontal mug shot images.

5.2.5 Facial feature recognition

To handle the complex nature of individual facial feature recognition from low
quality CCTV images we use LDA [97] as a weak learner in Adaboost.M2 [98]
for feature 2 extraction while classification is performed using simple Euclidean
distance. The performance of traditional LDA-based approach [93] is improved
by incorporating it in the boosting framework. Since both LDA and AdaBoost

?Here the term “feature” refers to a vector of values describing the characteristics of an
image patch. This is the common use of the term “feature” in pattern recognition. In order
to avoid ambiguity we always use the term “facial features” for referring to the parts of the
face such as eye, eyebrow, nose, etc.
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Fig. 5.1: A few samples of gallery (first row) and probe images (second row) used in
our experiments.

are well known algorithms we only provide a brief description of our employed
recognition system highlighting the way LDA is integrated in AdaBoost.M2.
Each round of the boosting generates a new LDA subspace particularly focus-
ing on examples which are misclassified in previous LDA subspace. The final
feature extractor module is an ensemble of several specific LDA solutions. In
order to incorporate LDA in boosting framework, slight modifications are in-
troduced in the way the within-class and the between-class scatter matrices are
constructed at the end of each boosting iteration by incorporating the weight
associated with each sample. Please refer to [94] for a detailed description of
using LDA as a weak leaner in AdaBoost algorithm.

This kind of ensemble based approach takes advantage of both LDA and boost-
ing and outperforms simple LDA based systems in complex face recognition
tasks. This is particularly important where a small number of training samples
for each subject are available (1 image patch per facial feature in this case)
compared to the number of dimensions of the samples i.e., the small-sample-
size problem [99] and when non-linear variations are present in facial images.
Our employed face recognition system is more robust when performing recog-
nition of low resolution face images. This result is also verified by the authors
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in [94] where they use similar approach for face recognition.

5.2.6 Experimental results

There are 130 subjects each having only one image both in gallery and probe
sets. Each face image is segmented and as a result we have 130 patches for
each facial feature both in gallery and probe set. Figure 5.3(a) shows the Cu-
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mulative Match Characteristics (CMC) curves of different facial feature when
the Eigenface [47] method is applied to this close-set identification task. Only
components whose eigenvalues are equal to or greater than 1 are retained.
Simple Euclidean distance is used for classification. Very low identification re-
sults are observed mainly due to the very low quality probe patches obtained
from surveillance camera images, only one training sample, and relatively high
size of gallery. For the same identification scenario, we see improved identifi-
cation rates for all facial features using the AdaBoost approach discussed in
section 5.2.5 (figure 5.3 (b)).

——Chin
0.5 | —Lefteye
——Right eye
- - - Both eyes
- - - Both eyes with eyebrows

- - - Mouth ‘
—Nose

- - - Right eyebrow
— Left eyebrow
---Face

S
>

[=]
w
T

Identification Rate

o
N

0.1

20 30 40 50

22
-
o

Rank

(a) Eigenface approach

—Chin

— Left eye
—Right eye
0.7 |~~~ Both eyes
- - - Both eyes with eyebrows
- - - Mouth
0.6~ |— Nose

- - - Right eyebrow
— Left eyebrow

Identification Rate

Rank

(b) Adaboost approach

Fig. 5.3: Identification performance of different facial features.

Table 5.1-5.2 list the rank 1 and rank 10 identification rate of each facial fea-
ture. It can be concluded that different automatic systems might rank different
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Left | Right | Left | Right . Eyes . . y
eye eye EB EB Mouth | Nose with EB Eyes | Chin || Face
Figenface | o o1 | 154 1508 | 385 | 154 | 154 | 308 | 231 | 2.31 | 3.84
approach
AdaBoost || o oo | 599 | 769 | 1077 | 3.85 | 154 | 12.31 | 846 | 231 | 6.15
approach

Table 5.1: Rank 1 identification rate (%) (EB stands for eyebrow).

Left | Right | Left | Right Eyes .

oy eve EB EB Mouth | Nose with EB Eyes | Chin || Face
Bigenface | )y o) | 1154 | 1538 | 17.60 | 1154 | 13.08 | 1538 | 846 | 13.08 | 1538
approach
AdaBoost || 1o o5 | 16,02 | 33.85 | 28.46 | 1077 | 7.60 | 37.60 | 23.85 | 17.60 || 20.77
approach

Table 5.2: Rank 10 identification rate (%) (EB stands for eyebrow).

facial feature differently with respect to their discriminative capabilities. It
is important to note that since the segmentation process is based on eyes lo-
cation, the eye regions are expected to be better aligned than other regions.
However, it is a standard practice in automatic face recognition to locate eyes
positions and normalize face based on eyes positions.

Besides identification performance, it is also important to consider perfor-
mance in verification scenario. In forensic facial comparison, a simple verifi-
cation situation happens when an image from a suspect is compared with an
image obtained from a crime scene. This is a one-to-one comparison for which
different evaluation metrics such as Area under Receiver Operating Charac-
teristics (ROC) curve (verification rate vs. false acceptance rate) and Equal
Error Rate (EER) are used. In our experiments we use area under the ROC
to summarize the verification performance of both systems for different fa-
cial features. Higher value of area under the ROC implies better verification
performance of a system and vice versa. Table 5.3 summarizes results of ver-
ification experiments using the area under ROC curve metric. In table 5.4
we rank facial feature according to their verification performance using each
method.

Left | Right | Left | Right Eyes .
eye eye ER ER Mouth | Nose with EB Eyes | Chin Head
Eigenfaces 57 56 61 63 55 53 60 56 60 59
AdaBoost | ¢4 66 75 7 55 57 79 69 61 72
approach

Table 5.3: Verification performance using percentage of area under ROC (EB stands
for eyebrow).
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| Eigenface method | AdaBoost approach |
Right eyebrow Both eyes with eyebrow
Left eyebrow Right eyebrow
Both eyes with eyebrows Left eyebrow
Chin Face
Face Eyes
Left eye Right eye
Eyes Left eye
Right eye Chin
Mouth Nose
Nose Mouth

Table 5.4: Ranking facial feature based on verification performance.

5.2.7 Conclusions and future work

Comparing individual facial features of two or more faces is a common prac-
tice that forensic examiners carry out during their investigation of a crime
when there are facial images from a crime scene. In this paper we presented
preliminary experiments to compare and evaluate the discriminative capabil-
ities of different facial features. We studied a boosting based LDA approach
and compared its performance with the standard Eigenface method for indi-
vidual facial feature recognition. The studied method has shown improved
performance, however, still it is far from the point where it can be used in real
applications. It is however important to study and understand the recognition
performance of different facial features by recognition algorithms. This can
lead to future research such as building more robust face recognition systems
by the weighted sum of all facial features recognition results. Also it is more
important in cases where crime scene images are partially occluded or only a
few facial features are visible. Our future research will include improving the
recognition performance as well as combining evidence from different facial
feature comparison to single evidence for forensic face recognition.
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5.3 Towards automatic forensic face recognition *

5.3.1 Abstract

In this paper we present a methodology and experimental results for evidence
evaluation in the context of forensic face recognition. In forensic applications,
the matching score (hereafter referred to as similarity score) from a biometric
system must be represented as a Likelihood Ratio (LR). In our experiments
we consider the face recognition system as a ‘black box’ and compute LR from
similarity scores. The proposed approach is in accordance with the Bayesian
framework where the duty of a forensic scientist is to compute a LR from
biometric evidence which is then incorporated with prior knowledge of the
case by the judge or jury. In our experiments we use a total of 2878 images
of 100 subjects from two different databases. Our experimental results prove
the feasibility of our approach to reach a LR value given an image of a suspect
face and a questioned face. In addition, we compare the performance of two
biometric face recognition systems for forensic LR computation.

5.3.2 Introduction

Output of a score-based biometric system is not suitable for forensic applica-
tions where the objective is to obtain a degree of support for one hypothesis
(prosecution) against the other (defense). This issue is discussed in detail in
previous literature on forensic speaker recognition [32,33,52], forensic voice
comparison [53] and some other fields of forensic science such as DNA [5].
Systems using a threshold to decide between two classes are not acceptable
in forensic domain [52]. For forensic applications, the Bayesian interpretation
framework is an agreed upon standard way to report evidence value from a
biometric system. However, less effort has been done to utilize this framework
in forensic face recognition in contrast to forensic speaker, voice, fingerprints,
DNA, etc. There are very few published works [54] which focus on the foren-
sic aspects of face recognition and there is an utmost need for a reliable facial
comparison and recognition systems which can assist law enforcement agen-
cies in investigation and whose output can be readily used in judicial system.
In [54] the author performs preliminary experiments to reach to LR values for

3The contents of this section are published in [23] “Towards automatic forensic face recog-
nition”, In: International Conference on Informatics Engineering and Information Science
(ICIEIS), 2011, Malaysia, Communications in Computer and Information Science 252, pp.
47-55, Springer Verlag, ISSN 1865-0929.
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forensic face recognition. However, the approach lacks suitable modeling of
Within-Source Variability (WSV) and Between-Source Variability (BSV) be-
fore LR computation. In a typical forensic face recognition scenario, a forensic
expert is provided with two face images; one of a suspect (usually obtained
from a mugshot database) and other face image is of a person whose iden-
tity is in question (the perpetrator). The duty of forensic expert is to reach
to a LR value which is interpreted as a degree of support for one hypothesis
against the other. The first hypothesis, called prosecution hypothesis, states
that the suspect is the source of unknown face. Second hypothesis, called
defense hypothesis, states that someone else in potential population (not the
suspect) is the source of unknown face. Usually as a part of forensic face recog-
nition, forensic experts also have to compare a questioned face to a database
of mugshots. It is highly desirable to automate the process of forensic facial
comparison which will not only speed up comparison but will also standardize
the process. The remaining of the paper is organized as follows: In section
5.3.3 we discuss general idea of Bayesian framework. Section 5.3.4 presents
the computation process of LR from a similarity score. Section 5.3.5 reviews
briefly our employed face recognition systems. Section 5.3.6 shows experimen-
tal results and finally in section 5.3.7 we conclude our work and show future
research directions.

5.3.3 Bayesian interpretation framework

Bayesian framework (or the likelihood ratio framework) is a logical approach
to evaluation of evidence from a biometric system and can be applied to any
biometric system without change in the underlying theory. A general descrip-
tion of this framework can be found in [63]. A description of this framework
in the context of forensic speaker recognition, voice comparison, and DNA
analysis can be found in [5,32,33,52,53]. In this framework the task of a
forensic scientist is to compute a LR based on the evidence from a biometric
system. This LR assessed from a score based biometric system is then pro-
vided to judge or jury where they combine it with the prior knowledge about
the case (I) to reach to a conclusion. The basic idea of this framework is that
evidence does not consist uniquely of scientific data [100] and the forensic sci-
entist while evaluating evidence from a biometric system should report a LR.
While in commercial biometric systems, the objective is to make a decision
in binary form, in forensic applications, the objective is to find the degree of
support for one hypothesis against the other. Using the Bayes theorem, given
the prior odds (prior knowledge of the case) and the LR, the posterior odds
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can be calculated as:

Pr(Hy|E, 1) _ Pr(E|Hy, ) Pr(HyI)
Pr(Hy|E,I)  Pr(E|Hg, 1)~ Pr(Hg|l)

where H, and Hy are the prosecution and defense hypothesis respectively and
E represents forensic information (evidence) while I is background information
on the case at hand. The prosecution hypothesis H, states that the suspect
is the source of the questioned face while the defense hypothesis H,, states
that someone else in the relevant population is the source of the questioned
face. In this framework, the likelihood ratio ﬁ:g ZZ? gives a measure of
the degree of support for one hypothesis H, against the other H,; based on
the scientific analysis of the questioned face. It calculates the conditional
probability of observing a particular value of the evidence with respect to two
competing hypotheses. The task of a forensic scientist in this framework is to
compute a LR value from the evidence (similarity score) which is then used
by the judicial system to reach to a decision. A LR greater than 1 supports
prosecution hypothesis, for instance, if LR is 10, it will be interpreted as 10
times stronger belief that the suspect is the perpetrator regardless of the prior
information about the case. Similarly a LR less than 1 supports the defense
hypothesis. A LR of 1 supports both hypothesis equally or in other words no
additional information can be derived from the biometric evidence.

(5.1)

5.3.4 Computation of a LR

The numerator of the LR is the probability of observing the evidence (score
value) given the prosecution hypothesis is true. It requires WSV of the suspect
to be computed. The denominator of the LR is the probability of observing the
same evidence (score value) given the defense hypothesis is true. It requires
the BSV to be estimated from the relevant population. Fig.5.4-5.5 illustrate
general approach of LR computation given a suspect and a questioned face.

Estimation of the WSV. The WSV is estimated by obtaining similarity
scores using a database of a number of images of the suspect. This database
is called ‘control database’ and contain images of suspect taken under simi-
lar conditions as that of the image obtained at the crime scene (questioned
face image). Variability exists in the image pairs used to estimate the WSV.
For example, the suspect-dependant approach requires that in all compar-
isons for the WSV estimation, there must be images of the suspect which is
under investigation. The second approach called suspect-independent allows
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Fig. 5.4: Evidence from a face recognition system.

to accumulate a number of different subjects each having several images taken
under similar conditions. Face images of each subject are then compared with
other images of that subject to estimate the WSV. Due to the difficulty of
obtaining enough number of images from one subject to estimate the WSV,
the suspect-independent approach is generally followed.

Estimation of the BSV. To estimate the BSV, we need a large scale database
of relevant population. This database referred to as ‘potential population
database’ should be made of a large number of facial images taken under sim-
ilar conditions to that of the questioned image. Generally it is hard to decide
as to the exact number of images to be used in this database as it should
ideally be dependent on the case at hand. However once a system is employed
and tested on sample database it can be easily adjusted to the particular case
at hand by changing the size and nature of the relevant population in the
potential population database.

Modeling the WSV and the BSV. Once the WSV and the BSV of simi-
larity scores are obtained, the next step is to model the distributions of score
using a probability density function. In our work we use Kernel Density Es-

timation (KDE) [56] for WSV and BSV modeling. The use of KDE to model



5.3 Towards automatic forensic face recognition 109

WSV and BSV is also demonstrated by Meuwly [57] for forensic speaker recog-
nition. KDE smooths out the contribution of each observed data point over
a local neighborhood of that data point. The contribution of data point s; to
the estimate at some point s depends on how apart s; and s are. The extent of
this contribution is dependent upon the shape of the kernel function adopted
and the width (bandwidth) accorded to it. If we denote the kernel function as
K and its bandwidth by h, the estimated density at any point s is

F(s) = %ZZ;K ((8 ;LS")> (5.2)

The size of the kernel function can be optimally computed as:

h = (43%5> (5.3)

where & is the sample standard deviation of the samples and n is the size of
samples. Once the background probability density function (pdf) of the WSV
and the BSV are in hands, LR is simply computed by dividing the pdf of the
WSV by the pdf of the BSV at value of the evidence (similarity score).

5.3.5 Face recognition systems

We use two face recognition systems in our experiments. Both systems are
used as a ‘black box’ however a general description of each system is presented
in this section.

System A. This system is based on AdaBoost [98] algorithm with LDA [93]
as a week learner is used for feature selection in LDA subspace while classifi-
cation is performed using a classic nearest center classifier. This approach is
based on the work of [81] and is partially inspired by Viola’s and Jone’s [101]
work as boosting is used for feature extraction and not for classification. The
performance of traditional LDA-based approach is improved by incorporating
it in the boosting framework. Each round of boosting generalizes a new LDA
subspace particularly focusing on examples which are misclassified in the pre-
vious LDA subspace. The final feature extractor module is an ensemble of
several specific LDA solutions. This kind of ensemble based approach take ad-
vantage of both the LDA and the boosting and outperforms only LDA based
systems in complex face recognition tasks such as the case where less number
of training samples for each subject are available compared to number of di-
mensions of the samples (small-sample-size problem) [99] and when non-linear
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variations are present in facial images. Refer to [81] for a detailed description
of this employed face recognition system.

System B. This system used in our experiments is Cognitec [83] commercial
face recognition system. This system has better discriminating ability and
handles the pose and illumination problem better than system A. Detail about
the Cognitec system can be found here [83]. Both systems are essentially used
as a ‘black box’ and the main objective is to explore and evaluate their use in
forensic evidence evaluation.

5.3.6 Experimental results

In our experiments we use a total of 2878 images of 100 different subjects.
Images are collected from two public databases: BiolD [102] and FRGC [89].
Variation in terms of facial expression and lighting conditions exist in both
databases. Mostly images are frontal and only small variation exist in pose of
facial images. Fig.5.6 shows some example images used in our experiments.
60% images of each subject are used for training and remaining 40% for testing
the face recognition system. Depending on the number of test images available
for each subject, 1 to 3 images in the testing set are used for suspect trails.
This corresponds to a total of 1736 training images, 954 testing images and
188 suspect images. Each test results in 100 similarity scores corresponding to
each of the subject in the database. For each test image, the target similarity
score is used for the WSV estimation and the remaining 99 similarity scores
are used for the BSV estimation. Following this procedure for 954 test images
we get a total of 954 similarity scores for the WSV and 94446 (954 X 100
- 954) similarity scores for estimation of the BSV. Fig.5.7 shows histograms
of similarity scores obtained for target matches or the WSV and non-target
matches or the BSV using system A. Fig.5.8 shows the pdfs of the WSV and
the BSV estimated from the histograms of the similarity scores in Fig.5.7
using KDE. LR is then computed by dividing the pdf of the WSV by the pdf
of the BSV at value of similarity score for which we want to find LR. Fig.5.8
also illustrates calculation of LR for an evidence value (similarity score) of
20. LR of 18.79 implies that a suspect image whose similarity score with
the questioned face is 20 is 18.79 times more likely to be the source of the
questioned face compared to the hypothesis that someone else is the source of
the questioned face. The LR value of 18.79 can be multiplied to prior odds
(prior knowledge of the case) by the judicial system to reach to posterior odds
(conclusion).
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Fig. 5.6: Example images from BiolD and FRGC database used in experiments
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Fig.5.9 shows result of modeling the WSV and the BSV of the similarity
scores using same dataset for system B. Score range of System B is from 0
to 1, however, for the ease of comparison, it is scaled to match score range of
System A. As can be seen from fig.5.9, system B better separates the WSV
and the BSV scores values which shows better discriminating ability of the
system.

The performance of a forensic system is better evaluated using the Tippett
plot. Fig.5.10 shows the tippet plot when 50000 non-target and 1000 target
LR values are computed using both systems. Greater separation between the
curves of the target and the non-target LR values is desirable and shows the
system reliability for computing LR values.
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Fig. 5.9: Probability density functions of the WSV and the BSV estimated for simi-
larity scores obtained from System B.
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5.3.7 Conclusions and future work

This work focused on the use of existing biometric face recognition systems
in forensics. The process of LR computation is explained in face recognition
context. Large numbers of face images from two public databases are used
to estimate the WSV and the BSV. The target and non-tart LRs for two
different face recognition systems are evaluated for same set of face data and
compared using Tippett plot. Future research will include better methods of
LR computation and working with facial data taken under forensic conditions.
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5.4 Calibration and comparison of baseline face recog-
nition algorithms

5.4.1 Abstract

In this section, we measure performance of 10 baseline face recognition al-
gorithms after they have been calibrated using three commonly used cali-
bration (LR computation) methods. The effect of ZT score normalization
technique [103] is also reported. Experiments are carried out using SCFace
database which, for each subject, consists of a mugshot image and images from
surveillance cameras at three different distances.

5.4.2 Face recognition algorithms

We use 10 baseline face recognition algorithms in this comparative study.
These algorithms are Probabilistic Linear Discriminant Analysis (PLDA) [104],
Local Gabor Binary Patterns Histogram Sequences (LGBPHS) [105], Lin-
ear Discriminant Analysis (LDA) [106], Inter-Session Variability (ISV) [107],
Gaussian Mixture Model (GMM) [103], Gabor graphs [108], Bayesian Intraper-
sonal/extrapersonal Classifier (BIC) [109], Eigenfaces [47], Local Region Prin-
cipal Component Analysis (LRPCA) [110] and Cohort Linear Discriminant
Analysis (CLDA) [111]. The choice of these algorithms is based on their wide
use and availability of standard implementations. Refer to [112] for details of
the specific implementations of these algorithms. These stanadard implemen-
tations are available online here [113].

5.4.3 Performance evaluation

We use two performance evaluation tools. The first is Area under ROC (AUC)
which gives a summary metric of the discriminating power of a given set of
scores. The larger the value of AUC, the better the discriminating power of a
given set of scores. AUC is not a suitable measure for performance evaluation
of a set of LR values because LR values are not used in threshold-based decision
making systems. To this end, another metric of performance evaluation called
Cost of Log-Likelihood Ratios (Cy,) [17] is used to measure performance of a
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given set of LR values:

Nss 1 Nds

1
Z.Z;logz(l + LRssi) + N, Zlogz(l + LRys;) (5.4)

1 1
Ciiy = =
lIr 2 Nss

J=1

where Ngs and Ngg are the number of the same-source and different-source
LRs respectively. LRss and LR, are the sets of the same-source and different-
source LRs whose performance need to be assessed. The smaller the value of
the Cy, for a given set of LR values, the better the corresponding biomet-
ric recognition system and the calibration method which produces those LR
values. (), measures both the discrimination as well as the calibration.

5.4.4 Experimental results

Three LR computation methods are used in combination with the 10 base-
line FR algorithms. The LR computation methods are discussed in chapter
3. Another procedure called “score normalization” is also considered in per-
formance evaluation. Performance is evaluated at both the score level and
LR level. There are 4 different protocols of the SCFace database: “close”,
“medium”, “far” and “combined”. Table 5.5-5.8 show performance evalua-
tion of scores using AUC and of LRs using CY;, for each of the four protocols.
Fig.5.11 shows the score to LLR functions using the three different LR com-
putation methods and two different FR algorithms to compute scores. Note
that the range of LRs that can be computed is dependent on the score com-
putation algorithm. Fig.5.12-5.13 show Tippett plots of the evaluation sets
of LLRs computed using the three methods of LR computation. For Tippett
plot in Fig.5.12, the scores are computed using LGBPHS approach while for
Tippett plot in Fig.5.13, the scores are computed using Eigenfaces approach.
Comparing the Tippett plots in Fig.5.12-5.13, it can be concluded that the
LR computation method has slight effect on the performance of resultant LRs
whereas the score computation algorithm has significant effect on resultant

LRs.

5.4.5 Conclusions and future work

A comparative study of 10 baseline face recognition systems is carried out
using standard implementations of these methods. Three LR computation
methods are then used to calibrate the output of these systems. Performance
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Table 5.5: Results using the “close” protocol of the SCFace database.
Performance evaluation of scores using AUC
g N lizati Face recognition algorithm
core Tormalzation —5TH R TGBPOS LDA ISV GMM  Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
None 0.6756 0.7803 0.6991 0.8654 0.7963 0.7397 0.5225 0.6315 0.6819  0.8358
7T 0.6584 0.8764 0.8257 0.8575 0.8360 0.8448 0.5458 0.6551 0.6788  0.8136
Performance evaluation of LR values using Cy,
Normalization Calibration Face recognition algorithm
technique Method
PLDA LGBPHS LDA ISV GMM Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
KDE 0.9326 0.8141 0.9152  0.6569 0.7955 0.8529 1.006 0.9583 0.9132 0.7100
None Log Reg 0.9293 0.8037 0.9121 0.6451 0.7759 0.8576 1.0005 0.9577 0.9305 0.7090
PAV 0.9432 0.8054 0.9081 0.6484 0.7890 0.8543 0.9987 0.9675 0.9193 0.7197
KDE 0.9391 0.6698 0.7634 0.6809 0.7428 0.7085 1.0002 0.9638 0.9250 0.7586
7T Log Reg 0.9361 0.6540 0.7501 0.6703 0.7196 0.7033 0.9998 0.9454 0.9355 0.7560
PAV 0.9574 0.6518 0.7497 0.6761 0.7364 0.7181 0.9968 0.9476 0.9339 0.7724
Table 5.6: Results using the “medium” protocol of the SCFace
database.
Performance evaluation of scores using AUC
g N lizati Face recognition algorithm
core Tormalzalion —sTH R TGBPOS LDA ISV GMM  Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
None 0.6850 0.8245 0.7260 0.8218 0.7054 0.8014 0.5252 0.6666 0.6258  0.8638
7T 0.6795 0.8981 0.8407 0.8187 0.7671 0.9060 0.5323 0.6772 0.6267  0.8477
Performance evaluation of LR values using Cy,
Normalization Calibration Face recognition algorithm
technique Method
PLDA LGBPHS LDA ISV GMM Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
KDE 0.9160 0.7528 0.8839 0.7487 0.8911 0.7741 1.0212 0.9421 0.9470 0.6533
None Log Reg 0.9198 0.7627 0.9227 0.7402 0.8968 0.7865 0.9993 0.9416 0.9869 0.6532
PAV 0.9317 0.7626 0.8923 0.7453 0.8977 0.7770 1.0023 0.9464 0.9671 0.6573
KDE 0.9258 0.5688 0.7171 0.7602 0.8373 0.5904 1.004 0.9357 0.9417 0.6910
7T Log Reg 0.9217 0.5678 0.7192  0.7501 0.8297 0.5689 1.0004 0.9258 0.9977 0.6910
PAV 0.9247 0.5781 0.7165 0.7527 0.8262 0.5917 0.9977 0.9198 0.9675 0.6924
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Table 5.7: Results using the “far” protocol of the SCFace database.
Performance evaluation of scores using AUC
g N lizati Face recognition algorithm
core Tormalzalion —5TSX  LGBPOS LDA ISV GMM  Gaborgraph  BIC  Bigenface LRPCA LDAIR
None 0.6527  0.6958  0.6851 0.6000 0.5472 0.6386 0.4515  0.6328 0.6304  0.8151
7T 0.6470  0.7868  0.8251 0.5987 0.5693 0.7308 0.4405  0.6244 0.6253  0.7879
Performance evaluation of LR values using Cy,
Normalization Calibration Face recognition algorithm
technique Method
PLDA LGBPHS LDA ISV GMM  Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
KDE 0.9435 0.9050 0.9315 0.9750 1.0052 0.9517 1.0102 0.9647 0.9656 0.7631
None Log Reg 0.9460 0.9094 0.9395 0.9748 0.9966 0.9500 1.0005 0.9600 0.9584 0.7606
PAV 0.9474 0.9109 0.9427 0.9778 1.0228 0.9523 1.007 0.9730 0.9589 0.7672
KDE 0.9642 0.8094 0.7487 0.9772 1.0001 0.8764 1.0068 0.9497 0.9577  0.8244
7T Log Reg 0.9509 0.7961 0.7405 0.9767 0.9926 0.8641 1.0042 0.9632 0.9588 0.8199
PAV 0.9582 0.8200 0.7444 0.9787 1.0024 0.8706 1.0124 0.9451 0.9623 0.8405
Table 5.8: Results using the “combined” protocol of the SCFace
database.
Performance evaluation of scores using AUC
g N lizati Face recognition algorithm
core Tormalzalion —5TSX  LGBPHS LDA ISV GMM Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
None 0.6745  0.7435  0.6955 0.7597 0.6362 0.6961 0.5004 0.6410 0.6468  0.8406
7T 0.6646  0.8540  0.8334 0.7564 0.7214 0.8283 0.5076 0.6517 0.6449  0.8185
Performance evaluation of LR values using C,
Normalization Calibration Face recognition algorithm
technique Method
PLDA LGBPHS LDA ISV GMM  Gaborgraph  BIC  Eigenfaces LRPCA LDAIR
KDE 0.9296 0.8504 0.9192 0.8243 0.9190 0.8871 1.0050 0.9556 0.9416 0.7087
None Log Reg 0.9316 0.8597 0.9271 0.8218 0.9519 0.9050 1.0000 0.9550 0.9559 0.7087
PAV 0.9320 0.8552 0.9226 0.8208 0.9251 0.8838 1.0003 0.9577 0.9447  0.7162
KDE 0.9421 0.6859 0.7379 0.8342 0.8829 0.7349 1.0000 0.9453 0.9413 0.7594
7T Log Reg 0.9363 0.6849 0.7354 0.8321 0.8853 0.7279 0.9999 0.9475 0.9600 0.7556
PAV 0.9430 0.6895 0.7347 0.8277 0.8828 0.7356 0.9997 0.9385 0.9505 0.7636
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Fig. 5.11: Mapping functions from Score-axis to Logl0-likelihood-ratio-axis for the
“close” protocol using ZT-normalized scores. The score-axis ranges from the minimum
and maximum value in the calibration scores set. A set of 100 scores are sampled
uniformly from the score-axis to generate the functions.
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Fig. 5.12: Tippett plots of the likelihood ratio values for LGBPHS face recognition
algorithm using ZT-normalized scores and the “close” protocol.
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Fig. 5.13: Tippett plots of the likelihood ratio values for Eigenfaces face recognition
algorithm using ZT-normalized scores and the “close” protocol.
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is evaluated both at the score as well as at the LR level. It is observed that the
three LR computation methods, KDE, Log Reg and PAV, do not significantly
affect the results in terms of the value of the CY;; or the Tippett plot evaluation.
Future work includes fusion of these baseline face recognition systems and a
study of the distributions of the scores of each of the face recognition system
in order to choose an appropriate method of LR computation.



Chapter

Conclusion

This chapter concludes the work and presents recommendations for future
research. The thesis focused on different aspects of LR computation for bio-
metric evidence evaluation. The concept of LR is applied to forensic face
recognition. In the following, we highlight the main contributions of this work
by reviewing the research questions posed in chapter 1 and explain how the
work carried out answers these questions.

6.1 Answers to the research questions

e In computation of a LR, what is the effect of the sampling variability in
the training scores sets? How the commonly proposed LR computation
methods are affected by the sampling variability varying the sizes of the
training scores sets, the shapes of the distributions of the scores in the
training scores sets and the actual value of the score for which the LR is
computed?

It is observed that the sampling variability can be significant if small sets of
the training scores are used. The three parameters are important and should
be considered in order to appropriately select a method of LR computation
since all of them affect the sampling variability in the computed LR. Different
methods of LR computation are affected differently by the sampling variabil-
ity. For example, the KDE and the PAV methods are more sensitive to the
sizes of the training sets whereas the Log Reg method is more sensitive to
the shapes of the distributions of the scores in the training sets. When the
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whole range of scores is mapped to LLRs, it has been observed that Log Reg
has large sampling variability whereas KDE has the undesirable property that
its mapping function from scores to LLRs may not be monotonically increas-
ing. It can also be concluded that a range of LRs should be reported which
incorporates the sampling variability.

e What is the effect of using suspect-independent training scores instead of
suspect-specific training scores in computation of a LR? Generally, a larger
number of training scores are available if suspect-independent training sets
are used. However, besides the difference in the sizes of the sets of training
scores, the nature of these two different ways (suspect-specific and suspect-
independent) to compute the training scores sets implies slightly different
interpretations of the prosecution hypothesis (H,) and the defense hypoth-
esis (Hg). It will be investigated that how much and how frequently the
two LRs differ. Furthermore, it will also be investigated that, given the two
approaches have the same number of scores in the training sets, are there
still variations in the two LRs?

It is observed that there is a significant variation between the two LRs com-
puted using the suspect-specific and the suspect-independent approach. The
differences are more prominent in the higher ranges of the LRs and therefore
more caution should be taken if one approach is used as an altenative to the
other. The two LRs agree on a same verbal equivalents 59.2%, 48.2% and
58.8% of the time for face, fingerprint and speaker recognition systems re-
spectively. This at least shows that it is extremely important to explain how
the LR is calculated and what it represents. When equal sizes of the training
scores sets in each approach are considered, the variations still exist, however,
the large variations in the higher regions are not present.

e What is the current practice of forensic examiners to perform forensic facial
comparison and the current state-of-the-art towards automatic forensic face
recognition? Furthermore, what is the effective way in which the goal of
a (semi-)automatic forensic face recognition can be achieved? What is the
discriminating power of different facial features such as eyes, eyebrows, nose,
etc?

The way forensic examiners perform forensic facial comparison is different than
the mainstream automatic biometric face recognition systems. In forensic com-
parison, the examiners pay attention to small and regional details such as the
number and location of moles and scars in the face, shapes of different facial
features and the relative distances among different facial features. Currently,
there is no automatic face recognition system which can be used for forensic
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facial comparison without human intervention. One of the best strategy to-
wards automation of forensic facial comparison is to build a system which is
the combination of different individual classifiers each performing comparison
of a facial feature. For this purpose, two existing recognition algorithms are
used to perform the recognition task of different individual facial features. It
has been observed that eyes and eye brows regions are more discriminating
than other facial regions.

e What is the performance of commonly proposed LR computation methods
for calibration of existing automatic biometric face recognition systems? Is
the conclusion drawn from the assessment tools at the score level such as
ROC and EER is significantly different than the conclusion drawn from the
assessment tools at the LR level such as Cy,.7

Based on experiments with 10 baseline face recognition algorithms and three
commonly proposed LR computation methods (KDE, Log Reg and PAV), it
is observed that the choice of the face recognition algorithm has a significant
effect while the choice of the LR computation method has negligible effect on
the value of the Cy,.. The same is true if the assessment is performed using
the Tippett plot. When Tippett plots are observed, the two classes of LLRs
overlap for the most part, reflecting similar performance of LRs by different
LR computation methods for a given face recognition algorithm. This shows
the fact that when only the LR computation stage differs, a comparison using
Tippett plot and Cj, might not be useful in order to choose a method of LR
computation. Instead a detailed analysis is required considering factors such
as the sizes of the training scores sets and the shapes of the distributions of the
scores. In order to study and compare different methods of LR computation
considering these factors, a simulation framework is used in chapter 3.

6.2 Final remarks

With the rapid improvement in biometric recognition technology, completely
automated forensic-comparison systems seems feasible in the future for sev-
eral biometric modalities such as face, fingerprint and speech. For a system
to be more useful in forensic evidence evaluation, in addition to the robust
recognition algorithm, a reliable calibration method is also needed to convert
a score to a LR. This was the focus of chapter 3 and chapter 4 considering
general aspects of biometric recognition systems while in chapter 5, the discus-
sion was specifically about face recognition systems. The field of forensic face
recognition is less mature compared to fingerprint and speaker recognition and
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therefore, in chapter 2, we presented a survey on forensic face recognition and
a step is taken towards automation of the process of forensic facial comparison
in chapter 5.

6.3 Recommendations for future work

Sampling variability in LRs has received less attention in forensic biometric
community. In future work more formal study can be carried out in order to
derive the functional relationship between the sizes of the training sets and
the sampling variability in a computed LR. Based on the analysis presented in
chapter 3, modifications can be proposed to make a LR computation method
robust. Particularly, the KDE method has the undesirable property that the
mapping function from scores to LRs is not monotonically increasing. At least
specific modifications are needed in the KDE method to control its behaviour
at the outer tails of the two distributions.

The effect of using the suspect-independent training biometric data sets in-
stead of the suspect-specific biometric data sets can be further investigated.
The results in chapter 4 are based on using the PAV method to convert scores
to LRs. It is interesting to investigate by how much the results and conclusions
vary if another method of LR computation is used. Furthermore, a rigorous
study of the distributions of the scores of the suspect-specific and suspect-
independent approaches might help formulate statistical methods to estimate
the suspect-specific distributions of scores from the suspect-independent dis-
tributions of scores. An example of a similar study is described in [114]. The
proposed method estimates the PDF of the s, scores from the estimates of the
mean and variance of the s, scores and the PDF of the s4 scores by minimizing
the Kullback-Leibler distance.

In chapter 5, a study of the recognition performance of different facial features
is presented. A useful extension of this work is to fuse the recognition results
of different facial features, either at the score level or at the LR level. The
recognition result of each facial features can be weighted based on the recog-
nition performance of a facial feature on a training data set. Apart from this,
a more useful study towards automation of forensic facial comparison is to de-
velop automatic detectors for moles, scars, tattoos, etc. To make this process
easier, a semi-automatic segmentation can be performed such as based on the
eye locations. The study in chapter 5 performs segmentation based on the
eye coordinates. Alternatively, for improved recognition results, more manual
labeling can be used for segmentation. For example, providing the coordinates
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of all of the facial features. This kind of manual labeling will not compromise
the usefulness of a forensic face recognition system. This is because the goal is
not necessarily a complete automation but also to assist the forensic examiners
in their practice.
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